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wihenuiisuiaveuresaninuialeg

ob.b. saInMueBLlannsedndiiaildsianudedliusingriouans
iﬁamuaamnwiéfaqLLamaaﬂ:uﬂ,ug"dﬁuaaé’fgé’ﬂwnhmuﬁaé’ﬂmﬁ’u Ly “*”
3o “o” lunsiuiudaziidnys

olb.m. Wiipl#Fusiakiu (Password) afsusnlunindissuuaamung
Bilnvsefind (E-Mail) wasilefimadngssuulunfausnduliiiudsustaniu
(Password) lagviuii

olb.<. fpuaszuudiosiiunsiuiuadafivouligldauldetanwuinld
i lsdiu o pss

olo.&. Widuinwseiiusianu (Password) Miluszuupaufinnes

oo, WALUIHAN (Password) YN e-b Liou

ooy lildfieganvuedidnnselind (E-Mail Address) vesiduriiasu
wiesuriedoanueniuudazlisunisiusenainidnvesdldaunaglvitedn
Whvesanmnedidnnsedind (E-Mail) \ug5uAnseudenisldanuluaanung
didnnsedind (E-Mail) vewmu

0., ndsnnslinuszuvaaIneBidnnseing (E-Mall) iwSaduse
astfufinean (Logout) Nnas

olo.«t. Midstoyafiiuanudulinsseynrmddyuestoyaadluinde
avanediannsedngd (E-Mail) Viudeudinazl¥isnsdrsiadeyadiudd

¢e ulsvelarunujuiilumsshwmiuduaalasniefuasaumaAvesanInvning w.a. beoe



o G| 1

miheuimualilildaussdaseislunisseytened E-Mail vaagSuly
gniesvetesiunmsdeindansu

saa o

ob.eo. Muddwanidnvuziduanmnevey (Spam Mail)

olo.00. TNudBlETTEnvMzTuaaINegnly (Chain Letten)

ob.ob. Fudidudiidnvuniunisanfiadonguunevieaniues
yARadY

olo.om. vuddanhialuliuyaradulagianu

olo.oc. WazyTevesddududynatuiiddly

olo.o¢. liinnsd1sestoyadiudmuniudniuegainane (Wi
miosagyiinisdizsesioya E-Mail Bludfifosaszernamiaviniy
fofu Budiiinng wezsndudeddiuidinmnusniudosdrseadiuliie
AULDY)

ol.oo. flinudosinisnTadeuionaisuuuInInnedidnnsedngd
(E-Mall) riounailaiitensivaeulnalagldlusunsudeatuladadunistestulu
M3 DalndRidu Executable file W exe .com LHudu

ob.ow. Hidnudesliilaniedwosnnunedidnnsetind (E-Mail) 3o
Fommuilazuanngdsilizdn

ob.oc. flinudadddoniuiignmmvielisudsanmnedidnnseding
(E-Mail) AifiFoyalsivnzan eenavihlidsdodosvommsnu vilianaw
WANLENTENINMIBNURNUTNanneBidnvsalind (E-Mail)

ob.ox. HiiufsmTvdeudituannunedidnvsedingd (E-Mail) ves
auesnukazasiaiuuiludeyauavanrunedidinnsetind (E-Mail) veemu
Tidesnnuliosfigauazaisavaamunedidnnsedind (E-Mal) filiiFosnts
ponanszuLiieanUinamslfideissuuanmnedidnmsefind (E-Mail)

obloo. Tomsizis {livumsloudeaamnedidnnsedind E-Mail 7
aliE9Bamendundueiesneufaneivesmuiielfunstesiugduneusu

ulsvsuazkwuiRlunsinyinuduanaendeiuasaumavesdaninimalve w.e. beoe EE



anmngld e limsinfudeyanieanmnedidnnsetind (E-Mail) Aalald
willudenvunedidnmselind (E-Mail)

obloo. Jlinuseddannunedidnnseind E-Mal) vesaninivialng
dmsuldsu-dedoya Ansorumirsnuvesaniniyinlng wiewsanudug
neuen
em. N1TUIMTIANTTABUNANDIULIUY (Server Management)

om.o. MMUAgIaTEUVAMIUIATBIRDLTIIABTULT 1B NLAT B DENs
Wuanednuaionws

om0, TTunow/nszurIuNslunIInsIvdeUReLitnesusiee wazly
As@ifinuinfinisldundedsunlasifinaund szdesiidunisuilonas
Juiinsrearunsuilulaegyiud

@en.an. éﬁgqmﬁmﬂumLﬂéaaﬂamﬁaLmaifLLajsdﬂaﬁqﬂLﬂ%"aq wazgunsnl
aeufitnediliuinisnnialinsefuinaidiadeuinsgiu
(1.ntp.redcross.or.th wag 2.ntp.redcross.or.th) finednslddnada

on.c. Waldusmswiniisndumintu Tnodesduinsnstlosfufiutiy
dmsuusnmsiifirudsssessuunvnulasndy

om.&. FosUulwendusliniulagiuetiaue iogndadluinie

om.o. fawmadoulusunsuszuuisaiunisinwmanulasnfouas
Usrdvsnmmslinulneiluneufindiuazudmnmaudlaniethadnm

om.e. NSAARILAE NS TuRDSTUURBNR ARSIt B Fa e dunIs
IngKALaTEUUYRIMILIEY
oc. N1sAUANNITIUgUnTallasiueTat1e (Firewall Control)

oc.0. MHBUATniAlunsUSMsIANTT MsAnds wazimunAves
TWéeadiiavun

o, Matmunaniudurelifeaddostinuadulfiasianun
(Deny)

&% ulsvwlarunyjuiRlunmsshwauduaslasniefuasaumavesanInvning w.a. beoe



oc.a. YNUINNT (Services) wazidumaudeusiodumasidnitlioyan
a3l Policy zsieagnuéion (Block) lnglnsiead

oc.e. Jinudumnedidnazseainisasduiindilden (Login) deuns
THauynads

oc.&. MItmuarUInIskarnsidenseioygnazsesinistiufinnng
WasuuamnaSinniimswdeuuaseeineg vedwiiead

o<, MdhAasgUnsailniioad azdosannsadhdsldamedalasy
souynglFauaianisvindy

oc.o. Toyaarasmnsuiannesiiitesngunsallndread azseadern
ludniudsgunsaldmiudoyassiasnisneuiiames (Centralized Log) lag
azdeadaifiupunguinginfenisnsgyianuiiaifefunoufianes we.
b&&o

oc.c. mitmuaulsviglunisliuinsdumesidniuiniesneufnmes
andneasdamosaniafousefiuguvestusunsuilufeyelsldandmn

e

P °

finnusndufiegldanunesanisideudeusniniedismunazdodldsuniny
BuganngUsdudayvinieu

oa.x. M3fmuamsiuinsvenaiosrenfinaesuivieludazaiu
vaanIovBazdosivuadeygInanznesnnsitenreisudusdonts
Thusmswintu

oc.00. WABNTAIToITRYANTAIMUAAIANY YasgUnsalliiiiond
Huuszdmnduaminiennadideuiinedinnudeunuase

oc.00. W3RN SUITIETHUINITSTULUAITALNARTGY
melumhsnuiiidnsasiidudunsidnazdosioygaliitinndenselie
THudumesiis Guwadanudndulaeagdesimuadunsdly

oc.ob. Mir8uliAnifazsziunievdennisldaiuvesndes
oufimeignineiiingAnssunislinuieuleuienieifinannisieuyes
TWsunsuiifinnudssiennudaendeauninagldsunisudly

ulevsuazkiRlunsinyinuduanaendeiuasaumavesdaninimalve w.e. beoe &



oc.on. Midounsludnunzuain1s Remote Login 1INA1EUBNUIE]
\n3esnaufianefieviogunsninietisngluazdesufinsienisvesnis
fuunmsauuuunsvesygesuiunsiieiuieiesneuinmesutviuas
gunsalsetnsuazazdedlasuanuiureuandsdutyineu

oc.oc. Javidnulouisauanulasndevedlniiond azgnseiunisld
NuduesIalaevui
od. nﬁiﬂiQQ5Uﬂﬂiqn§n (Intrusion Detection System/Intrusion

Prevention System Policy: IDS/IPS)

.. IDS/IPS Policy iuulsuisnisindassuunsiaasunisyngnuas
AsdeUANUasniBusaS e eLilotesiunineInssruvasaumALAY
Toyauuedetnonslussdnsliiauiunsasasoidunuimanisujoa
\Aeafunisnsiadeunisyngniadetienfenivunumuazauiuinveud
Rt

o&lo. IDS/IPS Policy ATauAauinlaas (Host) lulATev18v0483Ans
uay LmamwauamwmmmtaumwmauamaLmumamluaasl,wmaﬁma
Buwmesidannidunia

od.m. szuvianuafianmnsoiiideldonndumesidaviefiasisas
WHADINTUNITATIIAOUIIMNTLUY IDS/IPS

o&.<. svuuTianunlu DMZ (Demilitarized Zone) 93#a3ld§un1s
psrmeustLuunsliuinsteunsinfeuandaliin

oc.&. Toad (Host) uasiiotneismuaiiiinisdsinudoyasinu IDS/PS
efnainsUufinianIsnIvEey

od.o. 53UV IDS/IPS AzAasiin1snsiadaulay Update Patch/Signature
Judse

¢c ulsvelarunyjuiRlumsshwmiuduaslaoniefuasaumaAvesanInuning w.a. beoe



o&.0. 799HN1INTIVAOUMANITATOYAITIVINGANTTUNNTLY U
AanssukaztuiinUsunadeyadnldonwaiotiaidulssdmniulaeiaua
JEUY

o€, IDS/PS ageunelingeuauituguvesinioadililunis
WDaATeUNgYRITEUUANTAUMARINUNG

o¢.«. \ATasutnefifinisfiads Host-Based IDS awdosiinisnsiaaay
Toyausziniu

at.eo. wgAnssunsliruianssuviemmmsaifouaiifiaumdesio
nsynannslaufssuung Anssufilnasdevdonianenenudrssuuieiivssay
audnsanazlivsravaudnsiavzfeadinissenulifiidudyymsiu
viudifinsany

0&.00. Wqaﬂii:uﬁaﬂsiuﬁmaqﬁw%iwumiﬁwmﬁﬁﬂﬂﬂ@ﬁgﬂ
Aunuazsesiimsmenuliiefudammaunmely o alusdinsiany

o&.0b. msmmaaumsuﬂsmnmmavmaqmwwmaual"ﬂuuastm
wo U

o&.em. ¥UU IDS/IPS mﬂLLUiJmimauauamammmmwmmu ot
TIHNUNANIINTITHUTBUAANI AR Afiunnsaudunewiioanaiiu
Fempaurenduijsefinsanulesiumgnisaiionaindnlusuianuas
fiunismuuny [udu

ot.oc. nireauiidnilunisginisidoudoiaietisvesiaios
oufialneiiiingAnssudssdenisyngnszuulaglideainisudoundldanu
PN

oot fignamaaeuimeemunszihmssulafiiunmsazifinulee
19304AN3 NManenedndsszuulnefiveunislanfissuundeiinginssades
AonsinauvesssuvasauwmAIzgnIziumsldasevieiuiininn1snseiin
fananudunisnsgyhniuiinfiaeandeatunguuiedidienianseiiauin
Rerfupoufiumes w.abeeo vialumsnszviiidmaliinaudomesio

ulevsnazuUiRlunmsinvinuduasasndeduansaumavesanInuning w.a. beoe €



TOUAUATNTNYINTILUUVDINUIBIIUILABIGNANTUARAIUTUNDUYB S
nvAY
ab. MSIFUATOIABNRILABSUUUASIAZ (Computer Desktop Used)

o.0. WMWiTENsTFnumlY

(@  in3BInouumesTMinuayy el ludunindves
wmheanuitelflunuvesesdns

(o) TWaunsuildgnindaasuuindosnesfiumefvomnsuses
Gulusunsuiimienulddeduansuegugniosmiungmne
feu Fugldnudaaeniusunausne uasiiluAndauniaies
poufinnoiuvusalfzvdoudlundothluliduldaulaein
ngvaney

(@) laloygwligldauihnsiafouasudluddsuudadlsunsy
luntosroufiunosuuuiilizassmiaeay

(@ mandoudenieduaiosnonfinnesuuudilfenaden
szdeadniumslaidminiivesmhsnuniofs
thgednviaiesnsuiamesuazeunsaliildvidyaiuesdng
Wity

@ Aeumsiaudetuiinnanisieg fesfinsasiaaeuiion
Tialaelusunsudesiulafa

(o)  fldsuiinihiuazfuinveudonsquainuiamiudasn e
YosiATRINDNILADS

(@) Daedosroufiuneiuvukilfeiinuesnsouasedliaueg
deldnuuszifuateduniodofinsginislénuauni o
s

(@) ¥hmseiaen Screen Saver vanAaInBNR MBS LU
auLesFuRaveulviinisae nntheondeaniilailaldsmuAunda
o Wit tiedesiuynnadusldauiiaiesnesiiome s

Do uiﬂmml,azLLmUﬁﬁﬁhmﬁﬂwmmﬁumUaamﬁaﬁwumiaummaaammm@l‘wa W.A. b&de



(@ vhaniuedesnenfimesdusidihmdudwesnlddu
FTUULATEYI8YDINUIEU 8nbiuaglasun1snsIaasuan
HauaTEUUYRImIBUiouNT I

oo, MIlEsHan1ulgldul iR uuIn1nIsuTIIIang
saiiiszyliluenans “msfmuamihiinnuuinveuvesdlday”
oo.m. Midestuniusunsuyaddslifivlsyasd (Malware)

(o)  Hl¥ausdosnsrsaeunilafasindesineg 1wu Floppy Disk,
Flash Drive uag Data Storage 3uq tJudu neutuildau
SmfuinTesneunes

(0  Fdnudesnsrvaoulidfiuuumniuaamnedidnnseting (E-
mail) vielwdfianivannaindumesidnfelusunsutiostu
Thanauldau

(@ Fldrudosmirsasutoyanoufinneslaiidynddslaife
Uszasdsaneging Jainarinliidoyanenfiames nioszuy
Aoufalnes vieynmdeduinnmidemegnyinans gnudly
Wasuuas vieuftRnuldeswmueddituald

ob.c MIdsasloyauazn1sfau

(@ fudessuiisvevlunisdisestoyaniaiosnoniiunes
Pundetufindus wu CD, DVD, External Hard Disk tJugiu

() Fsnsniiifivinwdedoyadises (Backup Media) 13lu
anuitinzay lidssiensilnavestoyauaznaaeunis]
Auteyaidsestiogrsainane

(@  {udomsaifiunnudssideyafiviuliuu Hard Disk lsi
msaziduteyadifyiioitesfiunisiey msiemin Hard
Disk 1@gluildnsenusionsaniunsveamiieu

wlevsuazkUiRlunsinyinuduaiasnfeiuasaumavesdanInzning w.e. béoe 06



oo, NTMIUIATEIABUNIABIWUUNANT (Computer Notebook Used)

osl.e. WIMNIURURNSTGWIMIY

(@)

\P309ABURABSLUUNANIAInIB Uy Ia LRy
dunindvaamtheanuieldluiuvedssdns

(o) TUsUNTUNLAYNAARIAIUULATOIABUAIADSUUUNNNIYDY

(en)

wireeudeadulusunsufinulsaulddedvaniuiotis
QNABIANNNY MUY et inugldauanasnlusunsufieg
wazthlufndeuuriesnouiimesdiusviontlondotluly
gouldanlaeiangmne
féudesdnunazufiRnugionslidauetisazidenile
nsldnuegralasndulazdussansnin

(@ lidauvasudlodiuysznaunnes veuaiesnsuiamesLay

SNENNUBILATDIADUNILADS LA FN LAY

(@ TunsaiNdean15PARUI18LATIABUNILADSLUUNANIAIS A

(o)

Aszithdmsunsosneuiamesuuunnn e vesiusunsed
WiRIINNIINIENUNSELTRWYU N13RNAINtREYINIUNIaNge
o 1Jusu

vandeenisldtmvteveuds 1wy Yaennnedudandiee
LcD Thdusesdntiunseriliee LCD veunsosnoufinmes
wuunnmsanidemele Wudu

(@) ldevesivuuninaawazkufuw

(=)

(&)

msL%m‘v‘hmmaxmwﬁwamwﬁmL%masimmﬁaﬁqmaz
sosdalulunuamadisniu Mmudawuunguiunsizazyili
nineisestaviula
Asldiadespaufiamesuuunnniduszezatuiwiululy
aniiflenniaseudadodandesnaufinnediiiodunisin
w3nsdnszevnianoudeldululsnads

v uyluskazinufiRlunssnuanuiuasUaeniefuasaunaredanInIyalng w.a. béoe



(@0) MInAouiBIATesvTaTeTnldueglinnisenain
grumeldudufut Hugheiniedaensiamvieenniy
oalo. ANNUABASBNIUNIENIN

(@ gldnsnihisuRnveulumsdesiunmsgame 1wy msden
witesuAlilgldan ldnaedesiidiluilassnerieluuiim
ffludesienisgame Wudu

(o)  fldrulifurieldnunsesneuimasiuunnmluaniui
ﬁﬁmm%au/mm%u/s!uazaaaqqLLazﬁaﬁz%ﬂaqﬁumsmﬂ
nsENy

eala. NIAIUANNSIIRISEUUU RS

(@ l¥audesiimuadegléaru (Usemame) waysiasniiu
(Password) Tun1sidrlderuszuvfoanisuoaiaios
ABUTILADTUUUNNIN

(o)  ldudesimusstainlilaunmioistiosnudissyly
Tuenans“msfmusmihiianuuiinveuvesldany”

(@  flinudosiimslinulusunsuinweenin (Screen Saven
TnefaiaUszanm o¢ uiit lihnsdonudhaedelsidnisly
1w vdsndudiofesmsldausedldsiarin

(@ ldsudewiinig Logout senainszuusiudiiiednldeu
viluegiiviveidunauy

ow.c. MILgsHan1uligldnuljiRnuuuinienisuinsinnis
siasiuiiszyliluenans “msimuamifienuiuiaveuesglinu
eol& MIdsastoyautazn1sfau

(0  fldusonihnmsdisesteyanniniesnesiinesiuunnm
Imeﬁ%m5ﬁuﬁﬂawu§aéf’ﬁaﬂ%;ﬂaGi'mf] Lﬁaﬂaqﬁ’umiq@ma
UERIRHG

ulevsuazkUiRlunsinyinuduaiasndiuasaumavesdanInzning w.e. béos Dea



() fldudonivinuidodisosdoya (Backup Media) 15lu
anunfivnzanliidesdenssalvavesdeya

() wiudedrsestoyasineg Mfudeyalfazdesinimeaeunns
fAuegeaiiae

(@ uiudedrsesteyaiilildsuudadesirangliliaunse
Wllganulesn

@  fldnusesussfiumnudssindeyaiifuliuy Hard Disk lal
asaztduteyaddgiieadosfunisinienu msigmin Hard
Disk (delufiliinsenusienisaifiunisveaiaenu

oc. NIANRILALAIMUARIYBISTUY (System Installation and

Configuration)

o.0. MIUTUUTITTUUUURANS (Operating System Update)
(o) mABUASDIRDNTIMDSIIIBLATaURTalsEUY
(o)  AndsszuuUfoRniansmuanudonianisldoy
(@)  Amusdeuazsannugauaszuuiaserldann (Usen
(@ vusrinfideuries (Computer Name)/IP Address
(@ UsuUgy/imusenssfumndasnsovesszuudfians (nsdlf
sxUuURTRANSAT Service Patch Update)
(o) Andelusunsy Antivirus/U§u 39 Virus Definition W e
MYUAAINITATINADUTTUUNTALN LA U FUUTILUINTY
oclo. Msumstaddldau/aninsididuaznsldanussuy (User
Account Management)
(0) fmuatouarsviasugguaszuy (System Administrator)
()  muaderldaiu (User Name) wagsitariu (Password)
(@ tuiinddildnuwesaninedldssuy

e ulnsazinufiRlunissnuanuiuasUaeniefuasaunaredanInIyalng we. béoe



om.on. NMFUTUUTINTINEIANUUARATE/Antivirus (System Security &
Antivirus Update)
(@ FAamuiseTaszuunsieuveaniesneufiamensitily
JLUU
(w) Performance ¥8I5¥UUNTBATIVADUIINTEUUINBIAIY
Uaonseiinngs
()  Usulgyimuacssuuanulaendelimngauiudym
(@ USuugelusunsy Antivirus wae Definition Toiviuadeilu
Usgdmnduany
(@ dnfiung Scan asmmbisaneuiunesidulszd
0R.C. ﬁm&y’a/ﬂ%“uﬂqaizwé’mmagmﬁaaﬂa (Database Management
Operation)
(@) Raksszuudanisgiudeyanuaimudioinisyesssuuaud
e uly
(o) A1muaAszuunselusunsugiudeyalivinsiusiudy
sruuufdanisiaegregnaeuaziiuse@nsatmaiuszuy
giudayatutmun
(@  @auazimunsededianisgiudeya (Database Manager)
Fogldaudunazansnsly
(@ USulgvmnueanssuulvimunganivadensolesiunsiin
Tayvnegiaue
0c.&. amgagwu%a;&aiﬂmﬂims‘uumwmﬂ/ﬁmummswmaq
Tusunsuuagimungliuasdndnndnlivimatedndagudoya
(@)  FAnslUsuNTUTEUUILAINAILADIM IO WAL
(©) A1uaAInselysunsunsauinisliiiaiusiudu
izuuﬂﬁﬁﬁm'iL“TJu"L‘Umﬂ,ﬂﬂiLl,ﬂiw'%aizwmuﬂy'uasmgﬂﬁaa
wazdlusedngaw

ulevsuazkUiRlunsinvinuduanaendeiuasaumavesdaninimalve w.e. béoe DE



(en) ﬁmé?qgm%'a;&aLl,a3L%ausimswmuuazvﬁmwmaaumi
Trusmamuszuuauduimue
(@ udsliouseivesszuvailiausamildnuldlaouds
seFosarunazdvimsidlissuunasgrudoyamuiisinun
1
(@ Awuanaeinisdrseydiur/mageufau (Restore Test)
(o) Suiindeimunaifnduazdaitodldvuurazssiuvos
SS‘U‘U‘VJﬂﬂ%ﬂﬁﬁmﬁﬁ%ﬂﬂ/ﬂ%ﬂﬂjd
ox. NIsIANUTaYARTRTARNNINBS (Traffic Log)
ox.e. nfudeyarsasmseenfiunesliludefiudeyatiannsasne
mnuAsUiugnieswiaissyiyanaiididsdedsnanlduarteyaildlunis
Soufugossinuatuauduluniadife
olo. fmusismslunisihdstoyassnasneufiumesandeildivly
84 Centralized Log Server U94%i1891u
oc.a. aufludeyaasasroufianesiiiusnuly
ow.a. NMuAliINIsTUANNIITIUYDITEULTUnnsU)URMues
Al (Application Logs) wazduiinsgazideavessyuulesiunmsungn wu
tuiinnsd-oenszuy Tuiinnswenensdngszuu Wudu eusslewilunis
Tamasouuszdonfutuiinlfesneien o Tuudusnisldnuiuanading
UftRmunauneindhemsnssvinariiafeafuneufiunes e, beeo
ox.&. Fouiinstlestunisudludsuulastuiindne wazdiadns
madhdsiufinmaduliamsyenaiiieatoasiiiy

Doy

wo. WHMUAzANFURAYEUTBIGRUATTUY (Systern Administrator
Responsibilities)
bo.o. Kouaszuy uiteoniu e nau
(0) HAuATEUUATEYY (Network Administrator)

v ulsneuaziunufuRlunissnuanuiuasUaeniefuasaunaredanInIyalng we. béoe



(o)
()  awaszuvasauna (Application Administrator)
bolb. fpuaTzuuiniedis dnthiluazanuiuinveudall
(0) QuasnwuaznsIRaeUgUnIRiiATeTIBNALTRIMNINTHDAS
Y935z UUIAToTIwRgIaND LarTaTeanN9NNTAeA1TYRITIUY

AouaszuuARLIAeiLY1Y (System Administrator)
B
Y

wisetreilifanudludeddauluviud

(o) hvinwideyassnasiasesnsufinnesvinndnduiiieli
anusaszysmaugldaudusuazulduinig wazdeaiusne
Pduuszoziianiuinguunesvuaiudsnislduinig
duanas waznisiiuinuidoyassiasnispeuiinnesfesld
aa a o o o &
FBnsiuasaensdy dail
(0.0) fiszuunisinuinwianuduvesteyandaiivuasivun

U
A o 1%

Funnudulunadnfetoyadingn wesnwanuasudiu
auysaigniesuazanuiniedevestoyauarlailigoua
szuvannsaufladeyaiAuly uus edinnsimund
ansaiinfistoyals 1 §RTI9a0UTEUUAITAUMAYRY
ey vieyARaTInEN LB UMY
(olo) Toyavsnasnureuiineifosszyswasdeagldnuiy
eYARaLe
bo.a. fpuaszuuRoNfiameiutiviy Suthiluazminsuinveudall
(@) nrdpuQuatnuInsliuadesneufiunoudiioves
wihenulmduludmeanussuios wazdvszdnsaim vin
ananuARaunAAeafunsltaeuniesneufiame Sustneld
Fusuiunisudly suisdesiulasusamamnudemeiionaas
Antulusiuft lunsdifidsiaunidmnarifeduanmslinues
féuild Gulumuulovedlituudafldauduliyinng
nsgsinluiuil warlunsdldnduiiodesiundeussiniaing

ulevsuazkwuiRlunsinyinuduanaendeiuasaumavesdaninimalve w.e. beéoe D



FAomefiasiAntunnninenuliguassuuiiansanssionsld
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0. M3nuauMadidsssaume

(Access Control)
. Msvimsianmadifisvesldau
(User Access Management)
. Mmfmuanthiinusuiaveuvesdlda
(User Responsibilities)
< MIUIMSIANISAUNSNG
(Assets Management)
& mMsauaunsdiaasetie
(Network Access Control)
5. MamuaunMathfisszuuieetislime
(Wireless LAN Access Control)
o. MsauANNsIdBesTuuUfURnTg
(Operating System Access Control)
<. m3nauaumMsididelusunsuustndvsouaundindu
uazaN WA
(Application and Information Access Control)
« mMauimsiamsveniuasuasavanduaznstaaiu
TUsunsuliUszasaa
(Software Licensing and Intellectual Property and
Preventing Malware)
vo. M3UfuRnuaNAeuendiineu
(Teleworking)
o0. Msldaudumasiin

(Use of the Internet)
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bb.
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msldeunaznisaruqunisldannunedianuseiind
(E-Mail)
M3UMTINNSABLNILAD WY
(Server Management)
mimuaunslfnugunsnidesiuniorns
(Firewall Control)

N15A5733UN15UNTN

(Intrusion Detection System/Intrusion
Prevention System Policy: IDS/IPS)
msldnuindasneuiianeuuuilf
(Computer Desktop Used)
msldnueIasnauiianasuuunnmi
(Computer Notebook Used)
AshnfauaziMLARMYDISEUY

(System Installation and Configuration)
madafiudeyassasnoniunes
(Traffic Log)
nihiuazanuiuiinveuvesguastuy
(System Administrator Responsibilities)
msldnuaiotedausaulad

(Social Network)
msfnwanuiunsasademeduneninuas
Hawandou

(Physical and Environmental Security)

6. TUUAITDY F5UUAITY

(Disaster Recovery Site : DR Site)
. M3d1sasdoya
(Data Backup)

v
. NINAUYDYA
v 0}

(Data Recovery)

<. msnadaudnnianldau
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daufl & ulsuvigmsandunisaevausananisalanuiluaslasademessuuansaume

. szuulosiugynin (IPS/IDS System) . szuullesiudeanaumedumesidn vietauas

. szuul$iead (Firewall System) (Malware) Usznause Th¥anusudumesidn Tnsdu sauils
aluas

AANLHUNNSsZasaa U

People

Process

Technology

People Process Technology

O Training O Law and Compliance O BYOD

O Mindset O Acceptable Use Policy O Cloud

O Awareness O Process Improvement O Access Control
. O Budgeting Plan O Security Operation
. O Information Security Center
‘ Policy O Authentication
. O Data Classification O Data Center
[ ) O Audit and Monitoring
® T .
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