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PHP2Shell wu 2 Yaslniineusslu PHP desgnuanuazdeuldnnnseeslnalaglidestuduiiny

PHPZShell

CVE-2026-109618 | CVSS
CVE-2026-109619

Tun 21 ganAu 2026 iu PHP senunatgniduuentviun ietatadluniiienss 2 :1ensieglud runtime veq
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PHP 1o lalldweundiadunisuegun PHP viliudusdiuledndeulAnegrsuaensiendudesgnlandls dedlwivieg
Uanalviglandnladva@gly (unauthenticated) anunsasulnlinnszeglna (Remote Code Execution) v
@SnesAlrusnmsfusg PHP meqﬂgmmumiamﬁq laiazidu Apache mod php, PHP-FPM, php-cgi,

FrankenPHP %38 LiteSpeed
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m’mL?imgqqmasujﬁmsé‘?mw,uu Apache + mod_php %awgaﬁuﬁ’a’m’mwsagﬂhm?ﬂﬁﬁwﬁwa (request) LAE"
Tngilaidoadususn wasldnfitlaufdsagyinunoufiueundiaduas SuUssutanadet uonanmssulAudn
AlNASIAN150 §1unIemUdT (memory) Yaslnsiwa PHP worker Faorafisvraru TmauBususeu APl key
uarlufusesvesdiuetug fdnseglumieanusild Tnsladdessuldnteused Ussifudinyiiane laifinisdae

Tandosiutedlwildnsudou medunn PHP WWunestuiuilauduwvintuinilunuiiauysal
swazdunvadlnivieaassnens

1. CVE-2026-109618 - RCE W1uaMstdgnigainmsanmsvdisanuailine (OOM corruption)

o emsensmiianudn (memory allocation) (fiuen memory_limit PHP 3g1eansvineaunansdu
(fatal) vouziitenadueneludedusulsiaysel Sunsumsiadesmisanusmdsaudae (request
cleanup) 919 lafiatdoyaitssliauysoildouldvie whnhlssaienade Failugnsilif
JoyatuniipanudndemeunazitamalisulAnla

2. CVE-2026-109619 - RCE W1uda1us global ﬁﬁwagj (stale global state)
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aosdaslyiinnguuuuanuiamanaifen iy ssuuduituideUss meanusmdenlioudou asvhand
oduweld Wy Msvssmheanus udreEudumtieiinds mnaufiondumaniude defianainiouse
(fatal error) Tunanadfu N3 "doundu’ (rollback) vie "Budiu’ (commit) imafstiuazgninaly usisifu/anius
Usemiellisnanthdansey shlsdnduresszuuihdeyaluldmodnlataddeyatugniesasysal
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qswum%“l*zmuwu%aﬂm
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gosluifignéunulaefiuideves Wiz Research, Calif wawily Codex Security was Openl Tagvinausauifufia
AUanatoves PHP wasfiu Gemini 109 Google lutunsumsufily gaduduemstousestniirununaSeusn
Toetimidede Stefan el 2004 Wefumingssl "defamaindnuazifo i’ vesgUuuuiiuvasindeagluyn
gosaldavidolyl Tnedmideliluma Al drensmaeulianaraine exploit davnninssyideliui unidesld
fuumangeuumedion idaldlneaueauie dunm il (wiifesendmiudiugiu

LWRINE9LNEINUTBI LRI UNSTU L LAR)

a

YUADUNANVBINTAUNULAZEZ9 exploit ARl

VUM 1 - 138NIEYU OOM (out-of-memory) wuuauaula

Y

e WUI PHP mTadeUAT post max size Wiufu Content-Length fiuszmeuwihiiu wiladlédedy
Fodrfadertufuduauludiifusss lddweuvy HTTP/1.1 chunked 3o HTTP/2 filsifimnuena
Fnau (multipart) ansodstoyaiudasnfafidalily

o wuRWlidSUIvanuuy RFC1867 7l filename="" (lsififoyalnda3e) @1 PHP axlyitusnluindafin
max_file_uploads usflpsasnedoyaly $_FILES fia 6 s18mssalvia mndsdeTlaruuudoutiunatedu
(wu files[allbllc]...) agvhlrimsassniasAanuINTIuILLINAINAMYTBTUIAENTBIMYBLRAEY auaNIsH

Al nswasy memory limit Tamudesnig
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WA 2 - ngainsgniadaag (interrupt) 390 OOM viliifinaauzdunsie dnidensaaeulanludiunis
TAN1INUIEAIUTY (ZendMM), N11551891U Todana1ns18Use (fatal error) kagnszulun1sUnaA1ve
(request shutdown) wuguuuususmeluilaidudans HashTable melues PHP Gains ifshifudiuuanndn
fiow azfimseesmhoanudAgats mnmsesddiin fatal sevinanans flfuagdagniiinluud viilvinszuaums
wapsmierud (teardown) dilahiifoyaauysaioglusumisiu andslldgnEudurne thlugmeliny

MEANUTIN "A9" (stale) ag

UUTE UL Apache + mod_ php WHensEusiumve (request startup) auian TAATMIULITIAIRENATZUIUMT
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PHP-FPM msauimanuasnsusiumaeagyili worker Inswaiugntaliiae luilalenalvimvedalyunldanw
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ey FTumgwan mod_php (Eeenn
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VUl 3 - a3UFURUUNILY wadRuIRNA Y Al rdanutnusn Unideli Al aguguwuuderianaiainusan fusdu

Yamuugi WA lAndnvae "Ussmeashaneaaiuy — yieuitenadumels — Sudu/dudu/pud’ Tuge

B vesyatesalan Tailugnisnudedluinidesluiliaes Session Upload Progress

Fuf 4 - msdunuluiliaes Session Upload Progress flwosiilaldsuiliumBudiu uazanunsoBusu/sdian
wadullffausnaudl PHP ffusreseiidomeernauiilugamig asgnienldamegnadiumenis mnimsds
Tidusnlufue multipart fiwesiasBuwatudiniiund wazmndvetiuin JeRamanndieuse (fatal error)
sewhevns Susewieuarein (cleanup) vouaduazgniuly uimheanudvesivessgnAunduluuda

lvisuys global vasluga Session Samsgludniisanuinignudesfiu (dangling pointer)

NUUTMIBWUIEINITOE MVOATITIdDY 71El Session ID wazilas PHP SESSION UPLOAD PROGRESS usihaidl
Iolduuu Wenseautuneuyhanuaso1nlaenss (TatuneuEusulyg) vlszuulugusianemann Session ID
wayveyawatui "fe" (stale) aganAveneunin 1ATnuesn1slaNFALUY unauthenticated RCE Ul mod_php

A Fdaus PHP 5.4.0 ughuan

T 5 - venenaluds PHP-FPM s Generic Unserializer 1ilas91n PHP-FPM 9z8a worker siufivnniiin fatal
V&390 startup @115 Ny wInAnuINaln unserializer waluves PHP 714 91us 1 unserialize(),
session_decode(), w“iaﬁaﬁ%’uﬁaﬁméw maybe_unserialize() ¥83 WordPress uaaug il global
vosluga Basic Tsazgnidemuuniidensnsiadisa usvin fatal Artuszwinnensiia amusﬁf\whigﬂmﬁa%
Vil worker #igai@inagingy fatal iiauds startup danuzdnaaglivedalulfausield Tawed Session
Upload Progress Liutiasvadnisanusfidnstudnasa anidamsliglaufmuausumismissamusiil PHP oy
Weumdeuriu (Adnemslanfuuy memory corruption fiusiugn) Fsunldg RCE gauu Apache mod_php waw

PHP-FPM wituffuiueuvndinduiignienliileidunensiandniislinnansuenviels
NANIVAFBUNITRNATI

Uridandamslanfidisauuy pre-auth RCE vuweundiadusisseluil WordPress, Drupal, Joomla, MediaWiki,
Roundcube, Magento, phpMyAdmin, Nextcloud, Laravel, Symfony, WHMCS saufsaasud PHP nluluung
N3t uazdeandaniserumbeausives worker (Fvenadideyaduvesdvedu) seueundipduiitmdelaladu

Wveaes etuduilymilituiulAnvesneundiatul aneUnaladunils

Mhanlafie Uuuutelianaraiamefiuaegnuwadly HHVM (Hack VM) sndsusit 2020 91nn1siaeuudadlén

nilsvas PHP tag uagnuthemiu "security-audit-2024" Aeegiumsiudsuuwladlanimiiertos Jsaenndaefiud
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PHP Foundation sausuluniendiineenudygiauisesiswestnidlunmsnsassulAnnisueniilel 2024 usnou

Hudasradunidlauieseladide Feluldgnindrsuaudfygean
v yor

szuuiil@sunansenu
o WNNNSAARY PHP AlUSN53U 6iun PHP-FPM, Apache mod_php, php-cgi, FrankenPHP, LiteSpeed
o  fAUHBsgedn: Apache mod_php (unauthenticated RCE fMefvaifies neukeundinduEurinmu)

e CVE-2026-109618: duffuransznuuidase mod php; éwsu PHP-FPM fanandululdmumsiessi

Y94 PHP 1aa usidfaliifinisandn exploit Viauysel

o  CVE-2026-109619: a13nlanaul mod_php ey PHP-FPM Usikdun1auu FPM uiuiueundinduiiyn

Bunldilantu deserialize Mnfelaanneuenvisaby
o Yaureivunlasunansenu: dauluda PHP 5.4.0 (Unabdunie) audanaunastuiwiley

a v ~ as fal Y ¢ P a ¢ & & @
o INNTANUVBIVTEN Mallory Wl 20 satew wulsriesnddelainudumesidawas s un oy
PHP 8.1 wSawinilugiudeya Shodan Uszane 884,000 wises Amdu 59% vesleamszuin 1.5 &1u

wiseanTeauneitulag §aligns 740,000 w3eeNiseuinly PHP ualiseyneidu

¢ o o
vasTunLAluLan

dneesty  danusfouwned  Lastunindlunan

PHP 85 #8512  85.12
PHP 84 s 8427  84.27
PHP 83  #ni 8336  8.3.36
PHP 82  #ni1 8235 8235

o PHP 8.1 uaufiindd (8.0, 7.x, 5x): nupngnsaiuayy (end-of-life) lifunsdegalunisnmsanii
PHP aenslsfny Auanuvasadeves PHP 1@dmvin source backport lawgia Tidmsu PHP 7.4, 8.0

way 8.1 teYiwEWides build toeseseyliuinis

a a s v a Yo 6 1 Y v o= ~ sy a A ~ o 5y
o FalnsAunduasgliiuinis LTS vaneselasuunedarviiug Jsoadiavnesduduigmioudslysuwm
uwalesumsihunedluvsuldiuneiduliuudn (backport) msnsa9deuaIn changelog Fosuiining i

M381989 CVE Uvisald ldmsgainiavieiduliieagneien

v

e {iflam repository LuueaaNAs roms.remirepo.net lasumuuzihlivasulUldudininavesfalns

Y

30 build t8alnu 183970 repo Haglufinmsouinnviug

CYBER INTELLIGENT NEWS - WWW.CYBERELITE.CO.TH n



@il CSOC — Cyber Elite

CYBERELITE Cyber Security Operation Center — Cyber Elite

AMUTLINITHATILAZUTTINNANNLT B

dUwm PHP runtime 7ilviusmsdiuase (Wildurueundiaduiisuegun PHP Wu WordPress 38 Laravel) 1Uu

nostu 8.5.12 /8.4.27 / 8.3.36 / 8.2.35 muaneillfeu 99niu Jamdn Apache, PHP-FPM uaz PHP worker i

eusEezen3 (long-running) N inszlnswalinfdavhaegglilasunavasunndaundiagiansn

wnld container n3 e image @115 93U dod build/pull image Tnai sl PHP 1ias Tunriluwds lalduaudlén

woundiatunigly image hu
wndaduanliladiui (Frnsmviniy Lilddsuflvnauysel)

dm¥U CVE-2026-109618 (OOM corruption)

o 31 memory_limit = -1 lagliisueundindudisuriulyls wu php_admin_value lunaves FPM 3o

TuaArABUNNTS WIS sEAUR SNBS warnsI9aau U TN sAeA1Tn917 A8 U [N agluse ey

pool/directory/application

A3 post_max_size Toigh: wnladeslimsoulnanlg 19@a post_max size = 8M; g dudes

dUlnanlna 1993 post_max_size = 32M uaznsli upload max_filesize AN post max_size Law®

UeAUlndinuuInmve (decoded request size), IMuauilan, 31uIuaIU multipart, 911U header Wag
szdiupnudouvesdoya NsvAudud@ivnesuie proxy muwmih laesesersaunguiveilid Content-

Length #ildsuléihe

lTpdnfinsgsiu container/cgroup Wuwwilestiudu availability @enuleunefeinawy worker 914
Ugym TadeasTd RLMIT_AS viSe RLIMIT_DATA unw ins1g PHP iieuiAamantionalunseduliindunia

GENGRRE

d1%5U CVE-2026-109619 (stale global state)

e §3A1 session.upload_progress.enabled = 0 i 3amiv worker yné Lagdedfany php.ini, FPM

pool seAUTNE S WIes Nilka foumsuenilATIzRmYe  Wimsld ini_set() o .userini a3 FPM

sz ez ludnariune
Ul PHP 8.5 T9iRsen fatal_error backtraces = 0 LisL@s La3a@m59 worker

& A v A a v v a o Y a v v A . . | &
aumsasAlignaevseldnliudd (deprecated) MilbAndaruudasiow (diagnostic) neutunau
Busiuaziadeauysel — msUnldlwaesdamiuwmeaniiing error_reporting, display errors %3e @ L4l

Preunteym
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wily deliananni1euss (fatal error) %i5e timeout Alaufaunsanseauliinld saudsnnuduvadty
callback, msUszaanaliigduvan/aiid1teya waztumneu cleanup #1199

v
1Y o

v g o . =) [ a o b4 =
VBAITILNEAG: NINAN session.upload _progress.enabled=0 LNEIDE191ALD ﬂaaﬂuvl,mawwgml,wmﬂﬁmm

o

HNY session MBuSuuANIUL lirseurqusULuUBY uae Liflkalas do CVE-2026-109618 Lag Wniimuivdnvas

PHP 148 ufudnauin "nawimeimaniswnat/aunga PHP winu"

yndeladnuisaaunnvisadeltiiesdu end-of-life

a @ - ' a s & Y ' [P o
WU FNNIIVBUADIZUUINNDULNDILURFITIIULVINTII Quﬂ’JW%LLWWﬂﬂ (ﬂ’]LLugu']Q’]ﬂ CERT—EU)

wmnUaszuuladld Tiadanisdnds wu 1 VPN, augsame 1P Aidviun (allowlist) visefimunnis
Pudumnunity edge wagnmageunluiivesnsninswilnag s origin @Sneslavaselaed1unis

PUANLYENT]

o w a Yy = Yo & Y A d Yy ac & a £ L.
iananssnumnglanadnessuuladnia: anteyaiiulivu@iies, andvs (privilege) vadlnsia
, 090 credential MUl (s2ufs cloud role), wawilaldenu logging wioaiu log Biluilasndieiteld

Auaudaunag

dwisuasdunindn 8.2 (57U 8.1, 7.x, 5.x): dunsalunestuisesiu, naneenaindumasiils, wseld
source backport iagfaiiis PHP 3avihlwt (dwmsu 7.4/8.0/8.1) falnsvisesliuinmisleamiuiemeens

backport WWATINNATINAITDIAULDS

UINTNSLEIUDUS) NUNITYUNNITYLEUD

vdanA1vafifiillevmuuu multipart/form-data ATuIu@inines neuiiazils PHP iasannvedluii
advedluddn PHP snuilewUszuanil Feaudenyn HTTP method Ll POST wisnz PHP 8.4 Ll
e request_parse_body() #1811 multipart body 910 method Buldsme u1msmstidsuyu faes

FUlnanlndnazosuurauseinnagldaulilsauninasUasuden

Web Application Firewall (WAF) W nganiuves Cloudflare {uiies 119smstaes1i (stopgap)
Laflgmawdands 1ddesiuldame naniiniistiiy. WAF 93¢ uagananaradunialandl v dalasdn

Cloudflare toafBudugailogatimau

dwiudldlaansilailiqua PHP tas

m3guinnweUndady W WordPress, Laravel lyildduinn PHP runtime \Uaenas fiasnswaeuiudliuinmslaa

favisefalnsnaziufining PHP Mudlandudiola wazwssunuaulinsausidunsyuinunedndonldau
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o/ 4 1 = o
N1INTIVFBUNR WA TH Az ey 1uTIaUsUBNaeNIslaNd (10C)
YRIDINDULARLAT AITHTIDADULNLLAIL

o VIUMUA memory limit Waz post_max_size WBUAUANUADINTIFIVOIUBUNELATY L HDIINLNAD
Windadnfievuiennuduy hard limit Tl Fudetiatedifinasedlns wariuiiuas 115w shutdown

handler
o ATWABY log deundarouuned e ”fgz:ymmsgﬂiﬁmaﬁmaLﬁm%ul,l,éh Taun
o & multipart fRaunR mudnedera error e memory limit ¥3e HTTP 500 ¢
o Ani PHPSESSID fifivwslugfinunilumssoundy
o M33amMsn PHP worker taglinsuanive

o nfuushluTes Huntress nsdune process 7 php-fpm, php-cgi, httpd ¥3e apache2

Sonld shell, interpreter visaip3asiionilnanlialianUng

o NWURSRAUNR: Len@snineseanannszuu (isolate), Liusnwn log veediud@sninesuas PHP 1319u
WENgY, warn339mm web shell, Iidlvailu web root, cron job 38 scheduled task Tvsl uas Tay@gld

Trainlallasuauyn

Uayasneds
Oct 22, 2026, By CSOC UIH

® https://thehackernews.com/2026/10/php2shell-two-unpatched-critical-php.html
® https://thehackernews.com/2026/10/php2shell-what-actually-protects-you.html
® https://thehackernews.com/2026/10/php-issues-emergency-patches-for-two.html
® https://calif.io/php2shell/#patch-the-planet

® https//www.php.net/archive/2026.php#2026-10-21-5

® https://github.com/php/php-src/security/advisories/GHSA-6wmf-4rv5-p3rp

® https://sithub.com/php/php-src/security/advisories/GHSA-w8hw-w9fx-j 79w
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