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Paelni3euse 3 s18Msie VMware Wanslidnunistugunainu suldn waznaunieanainiasasaiau
(VM Escape)

Broadcom lapensuianmuanudasadesiownletaslwinatgsiensiaenansenuma VMware ESX, vCenter,

Workstation e Fusion tagluduauildl 3 deslwingnineglusedu Critical

o gosluiusnie CVE-2026-59309 (Azuuu CVSS: 9.8) Failutieslui Authentication Bypass Tu VMware
vCenter Broadcom svud1 flainisifansnsaidnfaesetieves vCenter ba anvldvealuniliiied1unis

gudusen uaziirdeszuulaglilasuaygn

o daslnifiiaeafe CVE-2026-59310 (Azkuy CVSS: 9.8) Fadudeluniusvinn Directory Traversal Tu
vCenter lnggluniannanunsadniiaaietneld enaldveslmiliesuldnnludunsauussuu (Arbitrary

Code Execution)
Pagpsrastmilasunmswilalarlunestunssalyil

e VMware Cloud Foundation ag VMware vSphere Foundation 1295 ¥u 9.1xx (WA tvlutaesdu

9.1.0.0300)

e VMware Cloud Foundation ey VMware vSphere Foundation 1795 9°u 9.0xx (kA tvlutiasdu

9.0.2.0100)
e VMware vCenter 1395%u 8.0 (whlaluriasdu 8.0 U3k)

e VMware Cloud Foundation 11835%u 5.x (@anunadiuyu Async bUataasdu 8.0 U3k)
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143 nil Broadcom §alawntutadlnidn 3 s19ms bown

o CVE-2026-47876 (Azuuw CVSS: 9.3): d04luiuy Out-of-Bounds Write Tuezuauinasiasotnelaiiou
VMXNET3 89 VMware ESX InglainTsfifidavgauasesuy (Local Administrator) meluiedoataiiou
(VM) arunselddedlui i eful dnuwas adleas (Host) Talanss (wilowdalu VMware Cloud
Foundation lag VMware vSphere Foundation 12834u ESXi-9.1.0.0200-25557999 tag ESXi-9.0.2.0100-

25595025 52108 VMware ESX 119571 ESXi80U3k-25595708)

e CVE-2026-41703 (Aziuu CVSS: 7.6): Taslariuuy Out-of-Bounds Read T VMware ESX Bsfflainiadi
favslumsasadeusuldiesouaiiou (VWM Deployment Privileges) m:u’1mi%sziaﬂwdﬁﬁm%ma%’ayja
w3 o biinnMgUiasni5lyiusn1s (Denial-of-Service: DoS) L d3ulu VMware Workstation way
Fusion wansenuay Sffnogin1alamed syaindu (uiloudlu VMware Cloud Foundation uay
VMware vSphere Foundation 1059 ESXi-9.1.0.0-25370933 Wag ESXi-9.0.2.0100-25595025, VMware
ESX 12385 YU ESXi80U3i-25205845, VMware Workstation 26H1, VMware Fusion 26H1 hag VMware
Cloud Foundation 5.2.3)

e CVE-2026-41709 (Azwiu CVSS: 2.7): Yosluridnu Insufficient Logging 11 VMware ESX &4 sjj@uasswﬁ"
UsvasAswanunsaniiunmsusesalalaegligniuinlily Log vesszuy (wilvudilu VMware Cloud
Foundation wag VMware vSphere Foundation 1295 49U ESXi-9.1.0.0-25370933 way ESXi-9.0.2.0100-
25595025 53359 VMware ESX 110574 ESXi80U3j-25429389)

Broadcom 32y vaifslinundnguhweswimaniignirlulilaufaisesalsinu vsdnszyi ludiBanany

= ° Y i & YU § vau g Xa a{' o a ) & a
Feosdmsurealwimall uaglddalirduamasaililu Emergency Change Mirnsaifiumssuinnlaesaian

wan91nil Broadcom §455Y71 CVE-2026-47876 LU ua 83liUsLAM Virtual Machine Escape (VM Escape) @
nneaud landnilansiguasruunmelueseuaiou uazinseuaioutuldozunuinesiesetis VMXNET3 013

A11505ULAAUULASEY ESX Host balmensa

tayadneds
Jul 29, 2026, By Ravie Lakshmanan

® https://thehackernews.com/2026/07/three-critical-vmware-flaws-allow-auth.html
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