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1. Y09l CVE-2026-20184 (Azui CVSS: 9.8)
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(Single Sign-On %58 SSO) fiu Control Hub Tu Webex Services
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2. 9alwd CVE-2026-20147 (Azluu CVSS: 9.9)

o anws: LwgedmifiiinainnisnsivaeudeyaiildUeuliiiieans Tu Identity Services Engine (ISE) wae

ISE Passive Identity Connector (ISE-PIC)
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3. 9ipalwd CVE-2026-20180 way CVE-2026-20186 (Aztuu CVSS: 9.9)
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wansznudaLiies: MzUfiesn1sliuins (Denial of Service - DoS)
Cisco namluuszmetisiudmsutosini CVE-2026-20147, CVE-2026-20180 way CVE-2026-20186 1

o Tunsdliilda ISE wuulvuaiien (Single-node) mingnlaufidnsa e1avinliluun ISE Aldsunansenulyl

ansaldauls dwaliminnizufiasnishiuinig (Denial of Service 38 DoS)
o Tuthnandingn gunsaliidslilladususnuarliansadldnuedotels suniasiinsgiussuy
wuamnamsuiluuaznissuinaiiaidu
N139AN15%¥04lnd CVE-2026-20184 (Webex Services):
o dmiu CVE-2026-20184 lsisdusedlsiflianuduiiunislan esanidussuuuuuaand

o Jouugdniudy: gildaussuy SsO wugdilisulvanlususes SAML vesliuinisdanu (Identity

Provider %38 1dP) Tuailudls Control Hub

mssansdeddniaug: dedminsnanildsunmsudlundlusenduasinestusdelud
unagamsuunly CVE-2026-20147

e Cisco ISE w0 ISE-PIC wasdunawnii 3.1: wusihlisuinsaluiiestuiiutlondy

e Cisco ISE 1o3tu 3.1: dUamdu 3.1 Patch 11

e Cisco ISE 11039 3.2: uwaidu 3.2 Patch 10

e Cisco ISE 12939 3.3: sUwmaLlu 3.3 Patch 11

e Cisco ISE 1ostu 3.4: dUiaau 3.4 Patch 6

e Cisco ISE 1as%u 3.5: dumadu 3.5 Patch 3
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unatamsuLnly CVE-2026-20180 way CVE-2026-20186
o Cisco ISE nasdunaunin 3.2: uusihlwsuinsaluduesduiiutlouga
e Cisco ISE 1o3tu 3.2: dUiaadu 3.2 Patch 8
e Cisco ISE 1o3tu 3.3: dUaau 3.3 Patch 8
e Cisco ISE nastu 3.4: dUmidu 3.4 Patch 4
e Cisco ISE 119594 3.5: lainuteelng
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Apr 16, 2026, By Ravie Lakshmanan

e https://thehackernews.com/2026/04/cisco-patches-four-critical-identity.html
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