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Microsoft Office Zero-Day (CVE-2026-21509) - 8anuWWA%RNAU NEIWUNITIANATS

WeludunsAniunn Microsoft lasenunadainulasndunuulsniu (Out-of-band) Lisuiludesnl Zero-Day
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sEAUATNTULTIEIlY Microsoft Office agninlulilaufaseuds Yedlnitigninnunielesia CVE-2026-21509
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wallhewilvyeddwinaunsatiussuutesiu OLE Tu Microsoft 365 uag Microsoft Office @siintiitosiugly
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1. Microsoft 365 uaz Office 2021 w3aluaindn: Jl¥nquilaglasunisdesiulagdnluifnunisusunsenila

1

F5nes uwildeulvddfe sulusodauasdalusunsy Office Tud wielnistestuiina
2. Microsoft Office 2016 waz 2019: s1fudafindeduinnnusiensianaidusellil

e Microsoft Office 2019 (32-bit edition): 16.0.10417.20095

e Microsoft Office 2019 (64-bit edition): 16.0.10417.20095

e  Microsoft Office 2016 (32-bit edition): 16.0.5539.1001

CYBER INTELLIGENT NEWS - WWW.CYBERELITE.CO.TH



o @ CSOC — Cyber Elite

CYBERELITE Cyber Security Operation Center — Cyber Elite

e  Microsoft Office 2016 (64-bit edition): 16.0.5539.1001
380siudans19 (Workaround) Taensuily Registry

Tusgwinell Microsoft hugtlilaisdesiugansnaiunisunleatly Windows Registry amudunausgsazidun

@

ail:

daasszde: Wind1sasoya Registry noudiiunis, Ualuswnsy Microsoft Office W1néia waziln Registry Editor
YU

Tugarnuniis Registry fnsefiun1siang Office vasAns:

o iU Office WU MSI 64-bit %38 Office 32-bit UW Windows 32-bit:
HKEY_LOCAL_MACHINEASOFTWARE\Microsoft\Office\16.0Common\COM Compatibility\

o dm3u Office WUy MSI 32-bit Uu Windows 64-bit:
HKEY LOCAL MACHINEASOFTWAREAWOW6432Node\Microsoft\Office\16.0\Common\COM

Compatibility\

o dwmiu Office WUU Click-to-Run 64-bit %38 Office 32-bit UN Windows 32-bit:
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Office\ClickToRuUn\REGISTRYAMACHINE\Software\Micr
osoft\Office\16.0\Common\COM Compatibility\

o &3y Office WU Click-to-Run 32-bit U1 Windows 64-bit:
HKEY_LOCAL_ MACHINEASOFTWARE\Microsoft\Office\ClickToRUN\REGISTRYAMACHINE\Software\WO
W6432Node\Microsoft\Office\16.0N\Common\COM Compatibility\
Funaunsatne Key uaz Value:
1. pAnTiinames COM Compatibility wiaiden Add Key
2. & Key lmsihfu: (EAB22AC3-30C1-11CF-ATEB-0000COSBAEOB}
3. AANUTi Key iad1alu 1den New > DWORD (32-bit) Value

4. fsteandu "Compatibility Flags" uagfuunaauuy Hexadecimal 1 400

5. Un Registry Editor wagidalusinsy Office Uunlug
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dayaliufnLazNIInaUALIIINMIIBUTY
Microsoft §alsilailnmeseasidenfiediusuuuunseveuwnvesnislauanlddednil laglalviasanuniuaug
AUNURaL:

e  Microsoft Threat Intelligence Center (MSTIC)

e Microsoft Security Response Center (MSRC)

e  Office Product Group Security Team

IINMANITURINGT NUIBUAIUANNTUAdlBLUDTVRaNTT Mse CISA Iaiiudadlmitddilulusienis Known

Exploited Vulnerabilities (KEV) wazimunliviissuainiguesanss (FCEB) dosdndunisudluliudase

melutuil 16 nuaiug 2026
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Jan 27, 2026, By Ravie Lakshmanan

e https://thehackernews.com/2026/01/microsoft-issues-emergency-patch-for.html
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