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o CVE-2025-62221 (CVSS: 7.8): ¥ 84l17 wuUU Use-after-free 114 Windows Cloud Files Mini Filter Driver
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e Cloud Files Mini Filter Driver: aAnd I WL UU® 9 qjﬂel“uyiﬂa OneDrive, Google Drive, iCloud tha g vJu
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o CISAKEV List: magnldnuateriilst CIsA ifiugedluiasludayd Known Exploited Vulnerabilities (KEV)

wazUerulinuI9u FCEB Apadunmnawiud 30 suinau 2025
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1. CVE-2025-54100 (CVSS: 7.8) — Command Injection 11 Windows PowerShell

o dnweug: ¥odlnd Command Injection Tunszuiunsf PowerShell §annsileniiu

o nalnnislaud: flaudnldlasuansanunsasuldnaelueses nudvsvesdlilagdunsenldmdsngnadia
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U1 1 Invoke-WebRequest Inenisvaentvigldumdanvludadsniesilaus
2. CVE-2025-64671 (CVSS: 8.4) - Command Injection Tu GitHub Copilot for JetBrains
o &nwauy: Yodlwd Command Injection uduvilsvasngurodnd IDEsaster

e nalnnslauf: Linarnnslaufuuy Cross Prompt Injection Falunsanuasnsaudiia LLM a5197u
w04 tnwendeasaan 'auliAlaednluds' vesld inlvisuldnla (nsenu IDE 8w 9 wWu Cursor, JetBrains

Junie, Gemini CLI, Way Roo Code)
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e Microsoft Edge (Chromium): finsuflatiynn 17 s19n15 samdsdedwinuutasuilasuu Edge for iOS

(CVE-2025-62223, CVSS: 4.3)

o uwnpdangliuinmsnedu: {liuinssedu q Snumingeenduinmiitoudlutestnilutimaeduavid
{uun bewn: Adobe, Amazon Web Services, AMD, Arm, Atlassian, Broadcom (VMware), Cisco, Dell,
F5, Fortinet, GitLab, Google (Android, Chrome, Cloud), HP, IBM, Intel, Ivanti, Linux distributions,
MongoDB, Mozilla Firefox, NVIDIA, Qualcomm, React, Samsung, SAP, Schneider Electric, Siemens,

Solarwinds, Splunk, Synology, Zyxel wagdnuangsne
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e https://thehackernews.com/2025/12/microsoft-issues-security-fixes-for-56.html
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