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Ransomware HybridPetya Tnsignunsanautdes UEFI Secure Boot @aetiaslne CVE-2024-7344
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Configuration file

\EFT\Miczosoft\Boot\config
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Encryption flag

e

Flz = 0 ready for encryption) — }h =1 (already encrypted) Fo--> Pz: 2 (ransom paid, disk decrypted)

l |

Encrypts MFT and all disk sectors Displays ransom nete (datail in Figures 5 and 6)

l

Displays CHKDSK message (detail in Figure 4

l

Standard boot
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I id !

If ransom is paid w

Decrypts disk and reboots k= — — — J

Reboots —_—
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HybridPetya @1918u PoC wufiu
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Sep 12, 2025, By Ravie Lakshmanan

e https://thehackernews.com/2025/09/new-hybridpetya-ransomware-bypasses.html
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