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CVE-2025-20217 (CVSS 8.6): 984k113 DoS T Cisco Secure Firewall Threat Defense Software Snort 3

CVE-2025-20222 (CVSS 8.6): 9a9l13 DoS Tu Cisco Secure Firewall ASA wag Secure Firewall Threat

Defense d@1%15U Firepower 2100 Series 1AgNAU IPv6 over IPsec

CVE-2025-20224, CVE-2025-20225, CVE-2025-20239 (CVSS 8.6): 941w DoS lu Cisco 10S, 10S XE,

ASA ez Secure Firewall Threat Defense L?]IEJ:)ﬁ'U IKEv2

CVE-2025-20133, CVE-2025-20243 (CVSS 8.6): ¥alni DoS Tu Cisco ASA wag Secure Firewall Threat

Defense LﬁIE‘J’Jﬁ'U Remote Access SSL VPN

CVE-2025-20134 (CVSS 8.6): 93l1td DoS lu Cisco ASA uag Secure Firewall Threat Defense iy
SSL/TLS Certificate

CVE-2025-20136 (CVSS 8.6): 9adlrd DoS lu Cisco ASA uag Secure Firewall Threat Defense gy
NAT DNS Inspection

CVE-2025-20263 (CVSS 8.6): 94lrd DoS lu Cisco ASA uag Secure Firewall Threat Defense gy

Web Services
CVE-2025-20148 (CVSS 8.5): 9olwni HTML Injection Tu Cisco Secure Firewall Management Center

CVE-2025-20251 (CVSS 8.5): 9adlrd DoS lu Cisco ASA uag Secure Firewall Threat Defense gy
VPN Web Server

CVE-2025-20127 (CVSS 7.7): 984l13 DoS Tu Cisco ASA wag Secure Firewall Threat Defense @1su

Firepower 3100 wag 4200 Series ey TLS 1.3 Cipher

CVE-2025-20244 (CVSS 7.7): 93lnrd DoS lu Cisco ASA uag Secure Firewall Threat Defense iy

Remote Access VPN Web Server
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Aug 15, 2025, By Ravie Lakshmanan

https://thehackernews.com/2025/08/cisco-warns-of-cvss-100-fmc-radius-flaw.html
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