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For Business Partners/Service Providers of Thai Red Cross Society
PERSONAL DATA PROCESSING NOTICE AND CONSENT FORM

(For Business Partners/Service Providers of Thai Red Cross Society)

It is the duty of Thai Red Cross Society, in its capacity as the data controller under the Personal Data
Protection Act, B.E. 2562 (2019) (the “Personal Data Protection Law”), to observe the personal data protection
law. Therefore, the processing of personal data' of business partners/service providers by Thai Red Cross Society
must be carried out as stipulated by the personal data protection law. The business partners/service providers
must also be informed about the content of this Notice and their consent must be obtained (in certain cases)

as specified in the Attachment to this Notice.

1. Collection of personal data of business partners/service providers
Thai Red Cross Society may collect personal data, either directly or indirectly, from the
information that the business partners/service providers or their representatives have provided to Thai Red
Cross Society, associates of the business partners/service providers, and Thai Red Cross Society’s alliances,
hospitals, or bureaux. Personal data may also be collected from Thai Red Cross Society’s telephone and digital
services, website access, application downloading, and from other reliable sources such as associations, public
organizations, government agencies, private organizations, seminars, trainings, and fairs organized by Thai Red

Cross Society or by any other public or private organizations, including online social media.

2. Types of personal data collected by Thai Red Cross Society

®  Personally identifiable information such as the date/month/year of birth, national ID
number, passport number of business partners/service providers, photographs, and other
forms of information.

®  Name, surname, nickname, gender, position, and other contact information and
information in the business partner/service provider business cards such as house address,
email address, telephone number, and mobile phone number.

®  Supporting information for procurement/hiring purposes such as work references/
referencing persons, work history, experiences, including important documents that may

contain personal data such as the company’s Business Registration Certificate,

1 . . . . .
Processing of personal data is any operation performed on personal data such as collection, recording,
organization, storage, alteration, use, disclosure or transfer, dissemination, or any other operation to ensure

that the personal data will be used to serve the intended purposes.
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Memorandum of Association, Register of Managing Partners/Managing Directors/Authorized
Signatories, and Major Shareholders, etc.

Employment information, supporting employment information, information on the
security management and work environment of business partners/service providers.
User account information such as username and password for website accessing.
Various online social media account names, opinions, enquiries, online social media
interactions, business partners/service providers’ interests and services.

Business transaction information of partners/service providers, such as bank accounts,
financial information, transfer of payment via bank accounts, payment or acceptance of
payment activities, etc.

Personal data provided by business partners or service providers to Thai Red Cross Society
when interacting with Thai Red Cross Society through various online channels such as Line
accounts, types of the operating system, browser, settings, and devices used by the
business partners or service providers or their Uniform Resource Locator information, IP
address, etc.

History of participation in Thai Red Cross Society’s platforms or activities.

Business partners’ or service providers’ e-commerce store information. Thai Red Cross
Society may collect data on the said stores from Facebook, Instagram, Shopee, Lazada,
TikTok, or other platforms.

Thai Red Cross Society may collect sensitive data of business partners or service providers
only when necessary and may have to obtain their consent for the collection of such
data.

In the event that Thai Red Cross Society needs to process sensitive personal data, explicit

consent will be obtained from the business partners or service providers only for the purposes specified by

law. Thai Red Cross Society will try its best to implement adequate security measures to protect the sensitive

personal data of business partners or service providers.

3. Cookies

Thai Red Cross Society uses cookies to collect personal data in the manner specified in its

Cookie Policy. (Please click on the Link to access).
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4. Personal data retention period

In general, the data will be kept for a maximum period of 10 (ten) years unless a longer period

is required by law for other necessary purposes such as for security reasons, prevention of a breach or unlawful

conduct or for financial documentation.

Thai Red Cross Society will retain your personal data for as long as the purposes for which the

data processing still exists. After that Thai Red Cross Society will delete and destroy such data unless it is

necessary to continue storing and retaining the data as required by the relevant laws or for the protection of

Thai Red Cross Society’s interests.

5. Purposes of personal data processing

SD-PDPA-081.01

Thai Red Cross Society will use and disclose your personal data for the following purposes:

To act as requested by the business partners/service providers before entering into
an agreement/contract or to fulfill the contractual obligations between the business
partners/service providers and Thai Red Cross Society for security benefits such as
implementation of security measures, IT, and information systems, etc.

To conduct transactions under the agreement/contract between the business
partners/service providers and Thai Red Cross Society. Thai Red Cross Society needs
information of the business partners/service providers to conduct transactions under the
legal obligations between the two parties, such as procurement, inspection, payment for
goods, delivery of goods, relationship management, or verification and assessment of work
performance as specified in purchase or hiring orders for the delivery of goods and services
or for the purchase/ sale of goods on Thai Red Cross Society’s platforms, etc.

To enable Thai Red Cross Society to provide assistance and answers to the inquiries.
requests, and complaints of business partners or service providers.

To inform business partners or service providers about Thai Red Cross Society’s
news, information, and benefits via Line, e-mail, telephone, SMS, or any other online
channels. If business partners or service providers do not wish to receive such information,
they can notify Thai Red Cross Society to cancel them at any time.

To analyze and improve the efficiency of Thai Red Cross Society’s operations,
contents, services, news, and that it uses to communicate with business partners or
service providers in order to create better experiences for them. To enhance public
relations efficiency and enable Thai Red Cross Society to directly provide information that
is compatible with the interests of its supporters or target groups for better support and

engagement.
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®  To invite business partners or service providers to participate in Thai Red Cross
Society’s activities and projects in order to help it develop and improve its services and
activities. Participation in such activities is subject to the consent of the business partner
or service provider and will not affect their access to Thai Red Cross Society’s services in
any way.

®  To conduct innovative research and development that will enhance efficiency of Thai
Red Cross Society’s operations, activities, and services. This includes conducting surveys
and research, designing, developing, testing, and solving product and service problems.

®  To collect and prepare statistical data for the purpose of preparing Thai Red Cross
Society’s reports and summary operational outcomes. Such information will be collected
as personally unidentifiable information.

®  To prevent inappropriate or unlawful conduct. Thai Red Cross Society may examine
its collected data and CCTV data for the purposes of monitoring, detecting, and preventing
inappropriate or unlawful conducts.

®  To protect and suppress possible harm to business partners or service providers.
Thai Red Cross Society may use the business partners’ or service providers’ information if
it deems that there may be serious risk or harm to, or violations against business partners
or service providers or any other person.

®  To observe existing laws or to perform Thai Red Cross Society’s legal duties.

In the event that Thai Red Cross Society uses the services of external data processors, it will process
the data of business partners or service providers for the purposes of implementing its contractual performance,
legal duties, legitimate interests, or the purposes that the business partners or service providers have consented
to (in necessary cases).

Thai Red Cross Society shall not disclose or cause the personal data of its business partners or service
providers to be disclosed, visible or manifested in any manner that is inconsistent with the purposes of
implementing its contractual performance, legal duties, legitimate interests, or the purposes that the business
partners or service providers have consented to unless it has obtained a prior written consent from the business
partners or service providers or in the cases permitted by the personal data protection law it can do so without
the consent of business partners/service providers.

If the business partners/service providers cannot provide the necessary personal data for the processing
of data for the implementing of its contractual performance, legal duties, legitimate interests, Thai Red Cross
Society shall not be able to fulfill its contractual obligations to the business partners/ service providers or to

comply with the law.
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Thai Red Cross Society shall process personal data under strict observation of the applicable laws. In

the event that the business partners/service providers have already given their consent to Thai Red Cross

Society, they can withdraw their consent at any time.

6. To whom can Thai Red Cross Society disclose personal data?

Thai Red Cross Society will not disclose the personal data of business partners/service

providers without any legal basis for the processing of such data. However, such data may be disclosed or

transferred to other organizations, gsovernment agencies or third parties, including:

Thai Red Cross Society’s bureaux. Thai Red Cross Society may disclose your personal
data to its hospitals or bureaux in order to achieve the purposes given in this notice, such
as for coordination of the operations of business partners or service providers that are
stipulated in their contracts with Thai Red Cross Society.

External service providers. Thai Red Cross Society may disclose personal data of
business partners or service providers to external service providers for certain activities,
such as website server services, data analysis, payment and payment acceptance

activities, purchase order placement services, IT infrastructure services, etc.

In the event that Thai Red Cross Society needs to transfer personal data of the business

partners/service providers to a third party, it will follow appropriate protocols to ensure that the third party

will keep such personal data safe and protect them against any loss, unauthorized access, use, alteration,

disclosure, and inappropriate use.

SD-PDPA-081.01

External agencies or alliances. Thai Red Cross Society may disclose personal data of
business partners or service providers to its external agencies or affiliations, for example,
when it requests experts/consultants from external agencies or affiliations to assist in its
operations, etc.

Financial institutions. Thai Red Cross Society may disclose personal data of the business
partners or service providers to financial institutions or banks as necessary for requested
payment or payment acceptance activities. It will disclose such personal data to persons
with legal authority and the ability to verify that they can access such data only.
Relevant government agencies. Thai Red Cross Society may disclose personal data of
its business partners or service providers to relevant government agencies for compliance
with the laws or other mandatory legal requirements. For example, in the event that the
business partners/service providers is a natural person Thai Red Cross Society must report
their withholding taxes to the Revenue Department and other data to relevant

government agencies or as requested by government agencies, etc.
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® Data recipients in a foreign country. Thai Red Cross Society will disclose personal data
to recipients in a foreign country only when permitted by the personal data protection
law. It may observe the rules and criteria on cross-border transfer of personal data by
entering into various agreements, adopting standards, or using other applicable
mechanisms as required by the personal data protection law. Thai Red Cross Society may
rely on other data transfer agreements or mechanisms as provided by the law on cross-

border transfer of personal data.

7. Personal data security measures
Thai Red Cross Society will employ security measures for the protection of personal data that
range from administrative safeguard to technical safeguard and physical safeguard to establish access control
and prevention of unauthorized access and disclosure of personal data that are compatible with its operations
and the generally accepted standards. Thai Red Cross Society requires its personnel to receive trainings on
personal data protection and security. It also commissions external service providers to verify the status of its
external service providers to ensure that they have adequate measures for the collection, processing, transfer,
management, and safeguard of data that can achieve Thai Red Cross Society’s purposes. In doing so, Thai Red
Cross Society will conduct the necessary review and improvement of such measures to ensure that the
processing of such personal data will comply with the national standards as well as the applicable rules and
regulations.
Thai Red Cross Society shall formulate policies and implement protocols for safe data
management and prevention of unauthorized access whose details are as follows:
®  Formulate policies and protocols for safe data management and compliance with
additional requirements that may be specified in the contract between Thai Red Cross
Society and individual service provider.
®  Restrict employee rights to access personal data.
®  Prevent unauthorized access to the information of business partners or service providers
through the use of encryption, identity authentication, and virus detection technology
as deemed necessary, including establishment of secure communication channels such
as Secure Socket Layer (SSL) protocol, etc.
®  External service providers contracted by Thai Red Cross Society are required to comply
with the personal data protection rules, laws, and regulations and to monitor Thai Red
Cross Society’s website through specialized work units for personal data protection and
online security.
®  Organize personal data protection trainings for Thai Red Cross Society’s working

committees.

SD-PDPA-081.01 page 6/10



+ nilsdaudenisuszudanadayadiuyana dmsugd/gliuinisvas revision : 0

dnmyalne effective : 23/08/2567
ﬂﬂ1ﬂ1ﬁ1ﬂ1ﬂﬂ PERSONAL DATA PROCESSING NOTICE AND CONSENT FORM

THAI RED CROSS SOCIETY

public

For Business Partners/Service Providers of Thai Red Cross Society

®  Regularly evaluate Thai Red Cross Society’s personal data protection, data management,
and data security practices.

However, despite Thai Red Cross Society’s commitment to dedicate their resources and efforts to
safeguard personal data through a combination of technical devices and personnel management to ensure
data control, data security, and prevention of unauthorized access to personal or confidential data of the
business partners/service providers, it may not always be possible to entirely prevent such threats as virus
attack or unauthorized access. Therefore, business partners/service providers should follow and keep
themselves updated on computer-related news or install personal firewall software to secure their computers

from cyber attacks or data theft.

8. Rights of business partners/service providers

The exercising of any rights of the business partners/service providers in Clause 8 shall be in
accordance with the criteria and procedures specified in Clause 9 of this Notice. However, the rights in Clause
8 may be revised for compliance with the prescribed legal criteria which may be periodically mandated by the
government, in which case Thai Red Cross Society will inform its business partners/ service providers of the
revision.

8.1 The right to be informed: In the event that Thai Red Cross Society has collected,used,
or disclosed personal data in the manner that is inconsistent with its intended purposes or not included the
previously given consent, it will inform and/or obtain consent for the personal data that are not covered by
the intended purposes from the business partners/service providers before processing their data.

8.2 The right to access personal data: Business partners/service providers have the right to
request a copy of their personal data and disclosure of the acquisition method of their data.

8.3 The right to rectify personal data: In the event that there is any change to the personal
data of the business partners/service providers, they can submit a request to rectify them under the protocols
specified in Clause 9 to ensure that their data is correct, up-to-date, complete, and do not cause any
misunderstanding.

8.4 The right to transfer personal data: Provided that Thai Red Cross Society’s system can
support it; business partners/service providers have the right to obtain their personal data in a readable and
ready for general use format through automated devices or can request an automatic transfer of data.

8.5 The right to request deletion of personal data: Business partners/service providers
have the right to request deletion or destruction of their personal data or to turn them into personally
unidentifiable information in one of the following cases:

(1) When it is no longer necessary to collect, use, or disclose personal data for

theintended purposes.
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(2) When the business partners/service providers withdraw the consent to have their
personal data collected, used, or disclosed, Thai Red Cross Society will no longer have the legal authority to
process such personal data.

(3) When the business partners/service providers object to the processing of their
personal data, or

(4) When such personal data have been processed in an unlawful manner under the
personal data protection law.

8.6 The right to suspend the use of personal data. Business partners/service providers
have the right to request Thai Red Cross Society to suspend the use of their personal data in the following
cases:

(1) When Thai Red Cross Society is in the process of verifying the personal data that the
business partners/service providers request rectification to keep them up-to-date, complete, and do not cause
any misunderstanding.

(2) When they are the personal data that must be deleted or destroyed as specified in
Clause 8.5, but the business partners/service providers request suspension of their use instead.

(3) When there is no need to retain the said personal data, but the business
partners/service providers request that Thai Red Cross Society retains them for the purposes of establishing a
legal claim right, complying with or exercising a legal claim right, or contesting a legal claim right.

(4) When Thai Red Cross Society is in the process of verifying the collection of personal
data or checking whether the processing of personal data is carried out for the purposes prescribed by the law
or not.

8.7 The right to object to the processing of personal data. Business partners/ service
providers have the right to object to the collection, use, or disclosure of their personal data in the following
cases:

(1) When they are the data that Thai Red Cross Society has collected (a) in the
performance of its duties under the government’s order, or (b) out of the necessity to protect the legitimate
interests of Thai Red Cross Society or other legal persons.

(2) In the event that Thai Red Cross Society conducts the processing of personal data
for direct marketing purposes.

(3) In the event that Thai Red Cross Society conducts the processing of personal data
for various educational and research, including statistical purposes, as mandated by law.

8.8 The right to withdraw consent. Business partners/service providers have the right to
withdraw their consent at any time. Such withdrawal will not affect the processing of any personal data that

the business partners/service providers have previously given their consent to. If such withdrawal of consent
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will affect their personal data in any way, Thai Red Cross Society will inform the business partners/service

providers of such impacts.

In addition, Thai Red Cross Society may reject a request to exercise the above-mentioned

rishts when the existing practices are needed to implement its objectives or to comply with the law or court

order, or when the

execution of such request may affect and impair the rights or liberty of the business

partners/service providers or any other persons, or when the existing practices are needed for statistical studies

and research, which have proper personal data protection measures in place, or for the purposes of establishing

a legal claim right, complying with or exercising a legal claim right, or contesting a legal claim right.

9. Rules and methods for the exercising of the rights of business partners/service

providers

1 | |

The business partners/service providers who wish to exercise their rights file a request
form to the personal data protection officer as specified in Clause 10.

The business partners/service providers can download the request form, power of
attorney form, and other relevant documents from Thai Red Cross Society’s website by
clicking “Relevant Documents”.

The business partners/service providers must complete the request form to exercise
their rights and give their signature to it and attach a certified copy of their national ID
card or passport. In the case that the business partners/service providers have not signed
the request form themselves but have a third party file the request on their behalf,

attach a copy of the power of attorney in the prescribed format.

The request form will be forwarded to the personal data protection officer/ responsible
person assigned by Thai Red Cross Society for identity verification.

In verifying the applicant’s identity if the identity of the business partners/service
providers and/or a third-party who files the request cannot be verified, Thai Red Cross
Society may ask for additional documents or contact the applicant for additional data

verification.

The personal data protection officer/responsible person must consider whether they
can execute the request or not on the basis of its validity or possible negative impacts

on other people or a legal cause for its rejection.

In the event that the request meets the execution criteria, the personal data protection
officer/responsible person will execute the request and promptly inform the business

partners/service providers through the contact channels provided in the request form.

In the event that the request does not meet the execution criteria, the personal data

protection officer/responsible person will promptly inform the business partners/service
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providers through the contact channels provided in the request form together with the
reason for its rejection. The business partners/service providers have the right to file a
complaint with the regulatory agency prescribed by the law that is specified in the

request outcome notice.

Notes:

Execution of the request under the above protocols will not take more than 30 (thirty) days from
the receiving date of the request and all of the required supporting documents.

The above protocols will be executed free of change. However, if any expenses are incurred at
certain stage of the protocols, Thai Red Cross Society will inform the business partners/ service

providers before executing the request.

10. Data access and contact details

rights or the

If the business partners/service providers have any enquiries about the exercising of these

consent that they have previously given, please contact:

To: Thai Red Cross Society

Personal data protection officer
Terd Prakiet Building, 10" Floor, 1871 Rama IV Road,
Patumwan Sub-district, Patumwan District, Bangkok 10330

E-mail: dpo@redcross.or.th  Telephone: 0 2256 4015

Thai Red Cross Society may periodically revise this Notice to ensure that its contents are appropriate

and up to date. In case of any material modification to its personal data protection practices, Thai Red Cross

Society will

revise and amend this Notice and upload it to its website for your acknowledgement about its

methods of personal data collection, use, management, disclosure, and protection.

This Personal Data Processing Notice is effective from 1 November 2021 onwards.

(Mr. Tej Bunnag)

Secretary General of Thai Red Cross Society
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