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PERSONAL DATA PROCESSING NOTICE AND CONSENT FORM

(For Job Applicants and Personnel of Thai Red Cross Society)

It is the duty of Thai Red Cross Society, in its capacity as the data controller under the Personal Data
Protection Act, B.E. 2562 (2019) (the “Personal Data Protection Law”), to observe the personal data protection
law". Therefore, the processing of personal data of the data subjects who are a natural person by Thai Red
Cross Society must be carried out as stipulated by the personal data protection law. The data subjects must
also be informed about the content of this notice and their consent must be obtained (in certain cases) as

specified in the Attachment to this notice.

1. Collection of personal data of the data subjects
Thai Red Cross Society may collect personal data, both directly and indirectly, from the
information provided by the data subjects or their representatives to Thai Red Cross Society, associates of the
data subjects, and Thai Red Cross Society’s bureaux and affiliations, including information from public agencies,
public sources of information, government information, professional organizations, media, financial institutions,
publicly available business documents, and Thai Red Cross Society’s digital services as well as information

obtained from websites and other reliable sources, such as employment agencies, etc.

2. Types of personal data collected by Thai Red Cross Society
Personal data means any information that can be associated with and used to identify a data
subject. Thai Red Cross Society may collect a variety of data in accordance with the purposes of their use and
storage as follows:
2.1 Basic personal data
® Personally identifiable data such as details of the national ID card, passport,
employee card, house registration, or driver license.
® Name, address, and other contact information such as telephone number, e-mail
address, fax number.
® Personal data about the data subject’s family members or beneficiaries, such as their

name-surname, address, telephone number, e-mail address (in cases of welfare, or

1
Processing of personal data is any operation performed on personal data such as collection, recording, organization, storage, alteration,
use, disclosure or transfer, dissemination, or any other operation to ensure that the personal data will be used to achieve the intended

purposes.
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emergency contact). You must inform data subjects about Thai Red Cross Society’s
purposes for the collection of such data and the data subjects have given their
consent to such purposes.

Information about the data subject’s status, such as Date/Month/Year of birth, age,
gender, marital status, occupation, and military status.

Information about the computer equipment and programs used by the data subjects
for various operations, including their IP addresses, geolocation coordinates, type of
browsers, language used, operating systems, applications, history of website access,
and cookie data.

Financial information such as bank account details.

Language of communication.

Still picture data.

2.2 Employment-related personal data

® Employment application forms, employment contracts, employment contract

details, personnel ID numbers.

® Positions, position details, work history, workplace locations, length of

employment.

® Salaries, benefits, taxes, other information related to the labor law.

® Performance evaluation data, such as the data subjects’ employment goals, work
performance discussions, work performance evaluation records, work performance
advice, and test results.

® Personnel development information, such as personnel development discussions,
skills assessments, learning and development records, certificates, licenses, work
history, and work succession plans.

® Information on work hours, leave days.

® Hiring information such as CV, previous work experiences, educational history,
educational certificates, licenses, general interests, professional association
memberships, information provided to Thai Red Cross Society during job
interviews, information provided by referencing persons.

® Resignation date(s) and reasons for resigning.

® Travel expense information.

® |nformation on misconduct and disciplinary actions, background security check

information.
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Accident reports such as the site and time of accidents or incidents of workplace
accidents, details of the incidents, including information on individuals who were
involved in the accidents and subsequent impacts on such individuals (including
health information), impacts of the accident and insurance-related information.
Work-related data such as meeting minutes, project reports, etc.

Information on different types of data accessing, such as user logs, data access
system and Thai Red Cross Society’s premise entry/exit system.

Data relating to the use of Thai Red Cross Society’s information and
communication systems by a computer system, Intranet system, e-mail system
and servers.

Still and motion picture data, including CCTV recordings, electronic data such as

the card access system.

2.3 Sensitive personal data

3. Cookies

Health-related information, including information on physical conditions, health,

sick leave records, and

Information necessary for work capability assessment based on the person’s

health conditions.

Records of physical health examination and chronic illnesses.

Sick leave records.

Information on employment termination due to health reasons, injuries, or
disabilities, and records of decisions on such matters.

Information on employment termination due to health reasons, necessary health
conditions for retirement payments and long-term health insurance.

Biometric data.

Criminal history information.

We use cookies to collect personal data as outlined in our cookie policy. (Please click

“Link”).
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4. Personal data retention period

Thai Red Cross Society will retain the data subject’s personal data for as long as they are still
needed for the intended purposes, after which the data will be deleted and destroyed unless it is necessary
to continue storing such data as required by relevant laws or for the protection of Thai Red Cross Society's
rights and interests. In general, the maximum retention period is 10 (ten) years unless a longer period is required
by law for other necessary purposes such as for security reasons, prevention of breaches or unlawful conduct
or for financial documentation.

Upon expiration of the above-mentioned retention period, Thai Red Cross Society will follow
the data deletion procedures to ensure that all your data is securely removed from its databases and/or servers

or is stored as personally unidentifiable information only.

5. Purposes of the processing of personal data
The purposes of personal data processing are to allow Thai Red Cross Society to: (1) Perform
its contractual obligations in the capacity of an employer ("Contractual performance"); (2) Comply with the
law ("Compliance with the law"); and (3) Protect its legitimate interests ("Legitimate interests") as well as to
process personal data in certain cases with the consent of the data subjects. Thai Red Cross Society will use

and disclose personal data as follows:

Personal Data Processing Basis for Personal Data Processing

To enter into an employment contract or implement | Contractual performance
contractual performance, define employment contract
conditions; manage or revise employment contracts,

attachments, and any employment-related contracts.

To check whether the data subject is eligible to work in | Compliance with the law
Thailand or not and verify compliance with laws on the

domicile of data subjects.

To pay the amount of agreed remunerations (such as salaries | Contractual performance
and/or bonuses), deduct withholding taxes under applicable | Compliance with the law

laws, or deduct provident fund contributions.

To review salaries and remuneration packages in accordance | Contractual performance

with the salary review process.

To pay the agreed amounts of bonuses and benefits or grant | Contractual performance

additional benefit in accordance with Thai Red Cross Society’s

policy.

To verify information on work attendance, leaves, work | Contractual performance

absence, management of personal and sick leaves. Compliance with the law on consent
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Personal Data Processing

Basis for Personal Data Processing

Define operational standards, evaluate operational standards,
manage operational records, and conduct analysis in
accordance with Thai Red Cross Society’s development and

operating process.

Protection of legitimate interests

Evaluate the data subject’s qualifications and capability for
the position that the data subject applies for at Thai Red Cross
Society. Implement employee competency management
systems and succession plans and make decisions on work
obligation and performance as well as personnel promotions
which are Thai Red Cross Society's normal human resource

management operations.

Protection of legitimate interests

Develop group and individual training programs, organize
training sessions and employee development activities,
including new employee training. Issue certificates and
in accordance with Thai

licenses Red Cross Society's

employee development process.

Protection of legitimate interests

Engage data subjects in job application process, scheduled
interviews, job application-related appointments, and job
application tests in accordance with Thai Red Cross Society's

recruitment policy.

Protection of legitimate interests

Manage travel arrangement, accommodation and flights,
report preparation, travel expenses, visa applications, and

issuance of invitation letters.

Compliance with the law

Protection of legitimate interests

Manage workplace health and safety, organize training on
workplace health and safety, prepare workplace health and
safety records. In the event of any accidents in the workplace,
Thai Red Cross Society may investigate and report to relevant

authorities and conduct medical examinations if necessary.

Protection of legitimate interests

Compliance with the law on consent

Manage contract termination and related documents. Report
to relevant authorities in cases where legal compliance is

required.

Contractual performance

Compliance with the law

Ensure data and network security, manage the rights to access
data to prevent unauthorized access to Thai Red Cross
Society’s computers and electronic communication systems.

Prevent undesirable software.

Compliance with the law

Protection of legitimate interests
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Personal Data Processing

Basis for Personal Data Processing

Monitor Thai Red Cross Society’s use of data, data subjects’
use of Thai Red Cross Society’s communication systems and
other assets for compliance with its personal data security

standards.

Compliance with the law

Protection of legitimate interests

Ensure security of Thai Red Cross Society’s premises and
properties as well as the personal properties of its personnel
through the monitoring of entry-exit cards (or biometric
scanners such as finger scanners or facial recognition scanners

with the consent of the data subjects), and CCTV cameras.

Protection of legitimate interests

Compliance with the law on consent

Monitor workplace equality and prevent employment

discrimination.

Compliance with the law

Protection of legitimate interests

Prevent fraud and criminal misconduct (especially bribery).

Compliance with the law

Protection of legitimate interests

Gather complaint-related evidence and conduct disciplinary

action consideration.

Compliance with the law

Protection of legitimate interests

Make hiring decision.

Compliance with the law

Protection of legitimate interests

Handle legal disputes with data subjects, employees,

contractors, as well as workplace accidents.

Compliance with the law

Protection of legitimate interests

Study data to understand employee’s length of employment

patterns and turnover rates.

Protection of legitimate interests

In the event that Thai Red Cross Society employs a third party to provide personal data processing

services, the data will be processed for its contractual performance, compliance with the law, protection of

legitimate interests, or for the purposes that the data subjects have consented to (when necessary). Thai Red

Cross Society will not disclose or cause the personal data of the data subjects to be disclosed, shown, or to

manifest in any manner that is not in keeping with the purposes of its contractual performance, compliance

with the law, protection of legitimate interests, or for the purposes that the data subjects have consented to

unless a prior consent has been given by the data subjects, or when the personal data can be collected without

the data subjects’ consent under the personal data protection law.

If the data subjects cannot provide the necessary personal data required for the processing of personal

data for its contractual performance or compliance with the law or protection of legitimate interest, Thai Red

Cross Society will not be able to fulfill the contractual obligations that it has with the data subjects or cannot

comply with the law.
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Thai Red Cross Society will process personal data under strict compliance with the relevant laws. In
the event that the data subjects have already given their consent to Thai Red Cross Society, they can withdraw

their consent at any time.

6. To whom can Thai Red Cross Society disclose personal data?

Thai Red Cross Society will not disclose personal data of the data subjects without any legal
basis. Your personal data may be disclosed or transferred to other organizations, government agencies or third
parties, including to the followings:

® Thai Red Cross Society’s operating units in Thailand.
® Charity organizations or external non-profit organizations.
® Service providers who transport data subjects to work in various domestic and

overseas locations.

® Data storage and data analysis service providers.

® Service providers for the preparing and developing computer systems for Thai Red
Cross, including cloud service providers and other HR-related service providers such
as hospitals, insurance/healthcare companies.

® Auditors, lawyers, and consultants for Thai Red Cross Society’s operations.

® Government agencies and regulatory bodies.

® (Other data controllers to whom the data subject allows data to be sent or transferred.

In the event that Thai Red Cross Society needs to transfer the data subjects’ personal data to
a third party, it will follow appropriate protocols to ensure that the third party will keep the personal data safe
and protect them against any loss, unauthorized access, use, alteration, disclosure, and inappropriate use.

Thai Red Cross Society will disclose personal data to recipients in another country only when

permitted by the personal data protection law.

7. Rights of the data subjects
The exercising of any rights of the data subjects in Clause 7 shall be implemented in
accordance with the rules and methods specified in Clause 8 of this Notice. However, the rights in Clause 7
may be revised for compliance with the government mandated rules which may be issued from time to time.
Thai Red Cross Society will subsequently inform the data subjects of such revisions.
7.1 The right to be informed. In the event that Thai Red Cross Society has collected, used,

or disclosed personal data that are inconsistent with its intended purposes or are not covered in the previously
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given consent, it will inform and/or obtain consent from the data subjects before processing the personal data
that are not covered by the intended purposes.

7.2 The right to access personal data. The data subjects have the right to request a copy of
their personal data and disclosure of the acquisition method of their data.

7.3 The right to rectify personal data. In the event that there is any change to their personal
data, the data subjects can submit a request to rectify them under the protocols specified in Clause 7 to ensure
that their personal data are correct, up-to-date, complete, and do not cause any misunderstanding.

7.4 The right to transfer personal data. Provided that Thai Red Cross Society’s system can
support it; the data subjects have the right to obtain their personal data in a readable and ready for general
use format through automated devices or can request an automatic transfer of data.

7.5 The right to request deletion of personal data. The data subjects have the right to request
deletion or destruction of their personal data or to turn them into personally unidentifiable information in one
of the following cases:

(@) When it is no longer necessary to collect, use or disclose the personal data for
the intended purposes.

(b) When the data subjects withdraw their consent to have their personal data
collected, used, or disclosed, Thai Red Cross Society will no longer have the legal
authority to process such personal data.

(©) When the data subjects object to the processing of their personal data, or

(d) When such personal data have been processed in an unlawful manner under the
personal data protection law.

7.6 The right to suspend the use of personal data. The data subjects have the right to request
Thai Red Cross Society to suspend the use of their personal data in the following cases:

(1) When Thai Red Cross Society is in the process of checking the personal data that
the data subjects request rectification to keep them correct, up-to-date, complete,
and do not cause any misunderstanding.

(2)  When they are the personal data that must be deleted or destroyed as specified
in Clause 7.5, but the data subjects request suspension of their use instead.

(3)  When there is no need to retain the said personal data, but the data subjects
request that Thai Red Cross Society to retain them for the purposes of establishing
a legal claim right, complying with or exercising a legal claim right, or contesting a
legal claim right.

(4)  When Thai Red Cross Society is in the process of verifying the collection of personal
data or checking whether the processing of personal data is carried out for the

purposes prescribed by the law or not.
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7.7 The right to object to the processing of personal data. The data subjects have the right
to object to the collection, use, or disclosure of their personal data in the following cases:
(1)  When they are the data that Thai Red Cross Society has collected
(a) for the necessity of the performance of its duties for the public interests of Thai
Red Cross Society, or
(b) for the necessity of the performance of its duties under the government orders,
or
() for the necessity of protecting the legitimate interests of Thai Red Cross Society
or other legal persons.
(2) In the event that Thai Red Cross Society conducts the processing of personal data
for direct marketing purposes.
(3) In the event that Thai Red Cross Society conducts the processing of personal data
for various educational and research, including statistical purposes, as mandated by law.
7.8 The right to withdraw consent to. The data subjects have the right to withdraw their
consent at any time. Such withdrawal will not affect the processing of any personal data that the data subjects
have previously given their consent to. If such withdrawal of consent will affect their personal data in any way,

Thai Red Cross Society will inform the data subjects of such impacts.

In addition, Thai Red Cross Society may reject a request to exercise the above-mentioned rights when
the existing personal data practices are needed to implement its objectives or to comply with the law or court
order, or when the execution of such request may affect and impair the rights and liberty of the data subjects
or any other persons, or when the existing practices are needed for statistical studies and research, which have
proper personal data protection measures in place, or for the purposes of establishing a legal claim right,

complying with or exercising a legal claim right, or contesting a legal claim right.

8. Rules and methods for the exercising of the rights of the data subject

1 ® The data subjects who wish to exercise their rights file a request form to exercise their
right to the personal data protection officer in Clause 9.

® The data subjects can download the request form to exercise their right [power of
attorney form] and other relevant documents from Thai Red Cross Society’s website

by clicking the “Relevant Documents” field.

® The data subjects must complete the request form to exercise their right and give

their signature to it. Attach a certified true copy of their national ID card or passport.
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In the case that the data subjects have not signed the request form themselves but
have a third party file the request form on their behalf, attach a copy of the power of

attorney document in the prescribed format.

The request form will be forwarded to the personal data protection officer/
responsible person assigned by Thai Red Cross Society for identity verification.

In verifying the applicant’s identity if the identity of the data subjects and/or a third-
party who files the request cannot be verified, Thai Red Cross Society may ask for

additional documents or contact the applicant for additional data verification.

The data protection officer/responsible person must consider whether they can
execute the request or not on such basis as its validity or possible negative impacts

on other people or a legal cause for its rejection.

In the event that the request meets the execution criteria, the data protection
officer/responsible person will execute the request and promptly inform the data

subjects via the contact details provided in the request form.

In the event that a request does not meet the execution criteria, the data protection
officer/responsible person will promptly inform the data subjects through the contact
channels provided in the request form together with the reason for its rejection. The
data subjects have the right to file a complaint with the regulatory agency prescribed

by the law that is specified in the request outcome notice.

dmmEIning
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2 °
3 °
4 °
5 °
Notes:

1. Execution of the request under the above protocols will not take more than 30 (thirty) days from

the receiving date of the request and all of the required supporting documents.

2. The above-mentioned protocols will be executed free of charge. However, if there will be any

necessary expense at certain stage of the protocols, Thai Red Cross Society will inform the data

subjects before executing the request.

9. Data access and contact address

If the data subjects have any enquiries about the exercising of these rights or the consent that

they have previously given, the data subjects can contact:
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Thai Red Cross Society may periodically revise this Notice to ensure that its contents are appropriate
and up to date. In case of any material modification to its personal data protection practices, Thai Red Cross
Society will revise and amend this Notice and upload it to its website for your acknowledgement about its

methods of personal data collection, use, management, disclosure, and protection.

This Personal Data Processing Notice is effective from XX December 2022 onwards.
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