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(1) Personal data processing agreement
(1.1) Both parties agree that Thai Red Cross Society“.........cccoevrvinenineireiennen. ” shall be
the “Data Controller” and ... shall be the “Data Processor” under this agreement.

(1.2) Both parties agree to define the scope and details of the personal data
processing as appeared in Attachment A., which shall be deemed an integral part of this agreement.

(1.3) In the event of any inconsistency or conflict between any terms of the principal
agreement and this agreement, the terms of this agreement shall prevail.

(1.4) In the event that the Personal Data Protection Committee issues a new
Notification on Criteria and Methods of Personal Data Processing, both parties agree to revise this agreement

for compliance with such notification.

(2) Duties and responsibilities of the data processor

(2.1) The data processor shall strictly perform the duties prescribed by the personal
data protection law and relevant regulations.

(2.2) The data processor shall not send or disclose personal data to a foreign country.

(2.3) The data processor shall strictly process personal data in accordance with the
data controller’s instructions only.

(2.4) If the data processor is also the data controller under the personal data
protection law, the data processor must inform the data controller and perform the data controller’s duties.

(2.5) The data processor shall properly set up and review the personal data security
measures in accordance with the law in order to prevent loss, unauthorized or unlawful access, use, alteration,
correction, or disclosure of personal data.

(2.6) The data processor shall prepare and keep records of processing activities in
accordance with the criteria and methods prescribed and notified by the Personal Data Protection Committee
and shall set up a system that allows representatives of the data controller, data subjects, and officials of the
Office of the Personal Data Protection Committee to examine the said records.

(2.7) The data processor shall keep all personal data confidential and not disclose
them to a third party without prior written consent of the data controller, implement internal procedures or
processes to safeguard confidentiality within the data processor’s organization and restrict data access to

relevant persons with a written permission to access the personal data only.
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(2.8) The data processor must follow the data controller’s instructions or perform the
duties specified in this agreement and must not delegate the processing activities to other people without prior
written authorization from the data controller.

(2.9) In the event that a data subject has requested to exercise his or her right, the
data processor must immediately inform the data controller. The data processor shall comply with the data
controller’s guidelines for responding to requests to exercise the rights of the data subjects, or with the personal
data protection law, and must implement procedures for the internal operations of the data processor’s
personnel. The data processor shall organize an annual training or drill on implementation of such procedures
and notify the data controller’s personal data protection officers to observe or inspect all of such training or
drills.

(2.10) In the event of personal data breaches or leaks, including complaints, orders,
or notices from the Office of the Personal Data Protection Committee or relevant government officials, the
data processor must immediately inform the data controller. The data processor shall then comply with the
data controller’s guidelines for management of personal data breaches or leaks and must prepare procedures
for the internal operations of the data processor’s personnel. The data processor shall organize an annual
training or drill on implementation of such procedures and notify the data controller’s personal data protection
officers to observe or inspect all of such training or drills.

(2.11) The data processor shall comply with the data controller’s personal data
protection policy and shall strictly follow the advice of the data controller’s personal data protection officers.

(2.12) The data processor must carry out its operation to endorse compliance with
the personal data protection law.

(2.13) If the data processor carries out any personal data operation in a manner that
constitutes a breach or noncompliance with this agreement or the provisions of law to the extent that there
are damages to the data subject or the data controller, the data processor must indemnify and compensate
the data subject or data controller for any damages incurred regardless of whether they are the result of
intentional or negligent acts or not. If such operation causes the data controller to indemnify or compensate
the data subject, the data processor shall be liable to reimburse the actual amount of such indemnification or
compensation to the data controller within seven days of the receiving date of the data controller’s written
notice.

The damages for which the data processor is liable to the data controller shall include all
necessary expenses paid by the data controller to prevent imminent damage or to suppress the damage that

has already been incurred.

(3) Liabilities and damage compensation
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(3.1) The data processor guarantees that he/she shall process personal data, collect,
use, or disclose personal data according to the data controller’s instructions, rules, and criteria for personal
data processing under the personal data protection law and the duties specified in this agreement. If the data
possessor fails to comply with this guarantee or with the prescribed rules and duties, the data processor agrees
to be liable for such actions.

(3.2) Failure to perform the duties specified in this agreement by the data processor
shall also be deemed a breach of the specified duties in this agreement.
(3.3) Details of the data processor are provided in Attachment B. which is deemed

an integral part of this agreement.

(4) Miscellaneous
(4.1) The data processor’s duties shall remain in force even after the expiration,
termination, or revocation of this agreement. The data processor must always comply with the personal data
protection law regarding the personal data that he/she received from the data controller.

(4.2) In the event of the expiration, termination, or revocation of this agreement, the
data processor must return the personal data, or any other documents received from the data controller
pursuant to the agreement within five business days of the receiving date of the data controller’s written
notice.

(4.3) In the event that any data subject has informed the data controller to suspend
the processing of data or to erase or destroy or suspend the use of his/her personal data under this agreement,
the data processor must suspend the processing of the said data and must return that part of data as well as
any related documents to the data controller within five business days of the receiving date of the data
controller’s written notice.

(4.4) In the event that any term of this agreement is deemed void or unenforceable
due to a legal consequence or court order, both parties agree that the remaining terms of the agreement shall

continue to be enforceable and valid.
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ATTACHMENT A.

Scope and details of the personal data processing

Scope and details of the

personal data processing

(Specify details)

Type of personal data,

(Specify the type of personal data and their details, such as Personnel
information: name, surname, or health information, etc.

Customer information: name, surname, and the national ID card number of the
managing director and liaison officer, etc.

Business partner information: name, surname, and the national ID card number

of the managing director and liaison officer, etc.)

Details of the data subject

(Specify additional details according to the type of data subjects specified

and supporting documents | above.)

(if any)

Purpose of the data | (Specify details)
processing

Duration of the data | (Specify details)

processing
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APPENDIX B.

Details of the data processor

Company information and

shareholder registry

(Please attach the Company’s Business Registration Certificate and a certified

true copy of the shareholder registry issued by the Ministry of Commerce.)

Evidence of compliance
with the personal data

protection law

(Please attach relevant documents (if any), such as:

- The personal data protection policy.

- Privacy notice and a request form for data subject’s consent.

- Handbook on compliance with personal data protection law.

- Internal operation details and procedures relating to personal data security
measures, especially data processing security measures, such @ as
pseudonymization or encryption. These measures must comply with the
Notifications of the Ministry of Digital Economy and Society and the Personal
Data Protection Committee.

- Internal operation details and procedures relating to management of the
request to exercise the rights of data subjects.

- Internal operation details and procedures relating to the reporting of personal
data breaches or leaks.

- Personal training plan for personnel who have been assigned to perform the
duties specified in this agreement.

- Internal audit plan to ensure that all personnel will strictly comply with the

personal data protection law.

Details of personnel who | (Specify details)
have been assigned to
perform the duties
specified in this agreement
Details of the personal | (Specify details)

data protection personnel
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