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High-Risk Overflow Bug in Intel Chips Likely Impacts 100s of PC Models

Executive Summary
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o HARAINIATUNANIENL: Intel Chips
o mhenuNesnAuUzInAUANLaaAse: Eclypsium

o Nangznu (Impact): Buffer Overflow, Privilege Escalation, Code Execution

e CVE Names:
o CVE-2024-0762: UEFIcanhazbufferoverflow CVSS Score: 7.5
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® https://www.darkreading.com/vulnerabilities-threats/high-risk-overflow-bug-in-intel-chips-likely-

impacts-100s-of-pc-models
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