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Mr. WANAWIT Ahkuputra
* Principal Partner & Founder — Privy Partner
Co.,Ltd.
* Senior Advisor on Foreign Affairs - MDES

* 15 Years in Banking, Finance , Securities and
SI

* 15 Years in Finland with Security Technology ,
R&D and Fund Manager

¢ 7 Years in Government and International Fora

CURRENT ASSIGNMENT RELATED TO PRIVACY

2018-Present Member of the Commission, Preparatory Committee for Personal
Information Protection Act, — Ministry of Digital Economy and Society (Appointed since
July,2018)

2018-Present Senior Advisor on International Affairs — Ministry of Digital Economy
and Society

2016-Present Fellow , IETF — Internet Engineering Taskforce ,Internet Policy and UAG
2016-Present Member, Privacy Advisory Group (PAG UNITED NATIONS Global
Pulse

2016-Present Chairman of RCEP WORKING GROUP ON ELECTRONIC

COMMERCE, Regional Comprehensive Economic Partnership (RCEP),Trade Negotiating
Committee (RCEP-TNC) Working Group

2015 — Present Delegation, Thailand , APEC ECSG/DPS Electronic Commerce Steering
Group / Data Privacy Subgroup , Asia Pacific Economic Corporation APEC
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All about
PRIVACY

WHY named data protection ?

Privacy & Security

Two side of a Coin
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WHY C-SUIT AND BOARD ?

» Data Privacy is C-Suit Priority : 10 Keys to Manage Reputation Risk

Fidelity's Corporate Governance -> Reputation Risk

Strategic Alignment

* Effective Board Oversight

¢+ Integration of risk into strategic setting and business planning

+ Effective communications, image, and brand building

Cultural Alignment

« Strong corporate values, supported by appropriate performance incentives
* Positive culture regarding compliance with laws, regulations and internal policies
Quality & Privacy Commitment

* Priority in Positive Interaction with Stake Holder

* Quality Reporting System

Operational Focus

+ Strong Control

* Industry PAR

Organization Resiliency
* Respond to Poli- Crisis

&;gpmg]gm%@]gc@fnvy Partner Co.,Ltd

CORPORATE
BOARD MEMBER

Amid GDPR Regulations, Data
Privacy Is A C-Suite Priority

\ s
10 Keys For Executives To Manage Reputa

Credit :

Jim DeLoach

Jim DeLoach has over 35 years of experience and is a member of
Protiviti's Solutions Leadership Team. With a focus on helping organizations.
respond to govemment mandates, shareholder demands and a changing business
environment in a cost-effective and sustainable manner, Jim assists companies.

in integrating risk and risk management with strategy setting and performance
management. Jim has been appointed to the NACD Directorship 100 list from

2012102017.
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v' ASEAN

Agreement on E-

Commerce (Nov18)

v' EU GDPR
Territorial Scope
(May 18)

v' Thailand PDPA
(27 May 2019)

v' E-Privacy
Regulation (Some
where in 2019)

» RCEP Regional
Comprehensive
Economic
Program (Est.
2019)

» APEC - CBPR
/PRP Program
(Before 2022)
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ASEAN AGREEMENT ON ELECTRONIC COMMERCE

E-commerce Chapter (Signed 2018)

4. Cross-border Transfer of Information by
Electronic Means

(a) Member States recognize the importance of allowing information to flow
across borders through electronic means, provided that such information shall be
used for business purposes, and subject to their respective laws and regulations.

(b) Member States agree to facilitate cross-border ecommerce

* by working towards eliminating or minimizing barriers to the flow of
information across borders, including personal information, subject to
appropriate safeguards to ensure security and confidentiality of information,
and when other legitimate public policy objectives so dictate.

(c) Subparagraphs (a) and (b) shall not apply to financial services and financial
service suppliers as defined in the Annex on Financial Services of GATS.

Credit : Privy Partner Co.,Ltd,

ASEAN AGREEMENT ON ELECTRONIC COMMERCE

E-commerce Chapter (Signed 2018)

5. Online Personal Information Protection

(a) Each Member State shall adopt or maintain measures to protect the personal
information of the users of e-commerce.

(b) A Member State shall not be obliged to implement subparagraph (a) before the
date on which that Member State enacts laws or regulations to protect the personal
information of e-commerce users.

(c) In the development of personal information protection measures, each Member
State shall take into account international principles, guidelines and criteria of
relevant international bodies.

Credit : Privy Partner Co.,Ltd.
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REGIONAL COMPREHENSIVE ECONOMIC PARTNERSHIP: RCEP
E-Commerce Chapter (Expect to finalize text in 2019)

CREE o o ull
' . 240 REGIONAL COMPREHENSIVE
 IIL.1 Online Consumer Protection (TPP 7) | ECONOMIC PARTNERSHIP [RCEP) SUMMIT

 [II.2 Online Personal Data Protection (TPP 8) V' §EN§§EDRE RIS
* [IL.3 Unsolicited Commercial E-mail (TPP 14) [

* [I1.4 Domestic Regulatory Frameworks (TPP 5)
* [II.5 Custom Duties (TPP 3)

 [I1.6 Treatment of Digital Products (TPP 4)

Creating a Conducive Environment for Electronic Commerce )“
A

e [II.7 Transparency *

Credit : Privy Partner Co.,Ltd,

ASIA-PACIFIC ECONOMIC COOPERATION (APEC)

* APEC Privacy Framework | |

* CBPRs — Cross Border Privacy T S
Rules System A 220 0 2 Eon

* PRP - APEC PRIVACY

RECOGNITION FOR e erate, < : i
PROCESSORS SYSTEM = APEC 2018 PAPUA NEW GUINEA =

©)CBPRs

CROSS 3ORDER PRIVACY RULES SYSTEM

(Prrystare L TRUSTe »

3 = MDES
Credit : Privy Partner Co.,Ltd,

08-Jul-19



By whom it may

ENFORCEMENT ! s

THAI PDPA

LEERRAIATAT

AuAsaslayadIynna

A, lbable

W‘i?u’?mﬁiﬂﬁ%‘wigﬂ‘il,ﬂ.luw‘ﬁ‘iﬂm"lguﬁﬂ%aum'ﬁhﬂrﬂq%ijaﬂﬂ'ﬁm
Wiz dsinadnegin
W o i eg wgunim ne. edbl
G @ Tufenatfegdu

08-Jul-19



08-Jul-19

Published on Government Gazette
27'h May 2019

Coming into Force:

» Phrase A. = 28 May 2019 :
» Chapter I. (PDPA Board Committee) &
» Chapter IV. (Office of PDPA Board Committee)

» Phraser B. & 28 May 2020:
» Chapter Il. (Protection of Personal Data)
Chapter lll. (Usage or Exploitation of Personal Data)
Chapter V. (Complaint-Dispute Resolutions)
Chapter VI (Civil Responsibility)
Chapter VIl (Penalty)
Section 94 - Initial Operations for Office of PDPA Board Committee
Section 96 - Supervision on Issuance of Subordinate Laws and Regulations by Gov.

Credit: Chayatawatch Atibaedya

Ministry of Digital Economy &
Society as the Interim Office to PDPA Board

» Phrase A: = Issuance 12 Subordinary Laws or Regulations for
Formulation of PDPA Board & Office of PDPA Board by 180 days after
promulgation of PDPA.

» Pharase B: = Issuance 29 Subordinary Laws or Regulations for
Technical Features related to Operation of Law by 1 year after
promulgation of PDPA (to be monitored by Government Committee)

Credit: Chayatawatch Atibaedya
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Legal Aspect of PDPA

Not only respects Human Rights’ Protection under Constitution
But

Reveals Consumer Protection Scheme by
supervising Service Providers (“Controller” and “Processor”)
and
protecting rights of Consumer (“Data Subject”)

Credit: Chayatawatch Atibaedya

Key Considerations of the PDPA

Penalties é Right to be forgotten

<= 5,000,000
D

data subject to have the data controller erase his / her personal data,
cease further dissemination of the data, and potentially have third

Tne PDPJ« Penalties & fines ap" y to both Controllers and Processors

ExPIlCIt consent parties hait Dvocessmg of the data
Right to access and portabili
@ O o 4 ty
"_ »
Must be provided in an intelligible and easily accessible form, :' = -
using clear and plain \anguaqe It must be as easy to withdraw -
consent as it is to give it.
—— Data subjects can request confirmation as to whether or not personal
Limiting Collecti Use, Di Ire data concerning them is being processed, where and for what purpose

Further, the controller shall provide a copy of the personal data, in an
electronic format (if practicable).

‘ ’ i Appointed Data Protection Officers

collect, use or disclose personal data about an individual for the purposes U
that a reasonable person would consider appropriate in the circumstances e
and for which the individual has given consent.

Breach notification within 72 hours
Appointed in certain cases (public authorities, when monitoring of

. 1 data subjects on a large scale and when processing special categories
—p = of data). To facilitate the need for a organisation to demonstrate their
72 compliance to the PDPA

Reported within 72 hours of first having become aware of the breach

Credit: Chayatawatch Atibaedya
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45.2016 Official Journal of the European Union L1191

1

{Legislative acts)

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard 1o the processing of personal dara and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)

(Text with EEA relevance)

MDES
Credit : Privy Partner Co.,Ltd,
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EU General Data

Protection Regulat]
25 May 2018
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GDPR ONE YEAR ANNIVERSARY

Hundreds of thousands of cases — and the DPOs to handle them

RESULTED

€56,000,000+

FINES
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ANESTIMATED 500K ORGANIZATIONSHAVE REGISTEREDDPO ACROSS

EUROPE
Study of IAPP

e In 2017, an IAPP study estimated the GDPR would create a need for at least 75,000 DPOs worldwide.

* The new estimate, which indicates a half-million organizations already registered DPOs, combined with new data from IAPP’s latest salary
survey, sheds light on the rapid growth of the privacy profession and the expanding role of DPOs in Europe and beyond.

 Since the last salary survey in 2017,median salaries overall have risen by more than $8,000 to $123,050, and additional compensation in the
form of bonuses and raises is also up — the median value of additional compensation last year was $20,000

* Meanwhile, the median salary of privacy professionals who hold a title that was neither CPO nor DPO (i.e., privacy counsel, director of
privacy, privacy manager, etcetera) is $120,000.
*  Chief privacy officer: $200,000

Lead privacy counsel: $183,000
Director of privacy: $147,000

Deputy chief privacy officer: $141,000
Privacy engineer: $136,000

Data privacy manager: $134,000
Privacy counsel: $130,000

Privacy officer: $121,000

Privacy manager: $105,000

Data protection officer: $100,000
Privacy analyst: $76,000

- o= |
Credit : Privy Partner Co.,Ltd.

The Privacy Advisor

iapp - 4 rail

The Privacy Advisor

ﬁ Dr. Ana Menezes Monteiro, CIPP/E, CIPM, CIPT, FIP

CIRURGIAS

Sabe o que aconteceu no -
- . -
:i: Centro Hospitalar em 20187 o
&

fulsanennausnlu EU #lausuan GDPR ludou unsian 2019

* Tsanerwiavuia 500 o
* Tnud5uyan1400,000 g5 wie Yszuna 14 duum 4r gmlonmnas. . &
* DPA — Data Protection Authority ves Tseunag — CNPD dudaevaiu

o Tsanenuna HanuAnaziia GDPR 3 donaim

MDES
Credit : Privy Partner Co.Ltd.
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CHAPTER I CHAPTER VIII

Principles Remedies, liability and penalties

Article 83. General conditions for imposing administrative fines
Article 5. Principles relating to processing of personal data
5. Infringements of the following provisions shall, in accordance with paragraph 2,
1. Personal data shall be: . s s ; 3 .
be subject to administrative fines up to 20 000 000 EUR, or in the case of an

undertaking, up to 4 % of the total worldwide annual turnover of the preceding

(a) processed lawfully, fairly and in a transparent manner in relation to the

data subject (‘lawfulness, fairness and transparency’) . s e p— .
financial year, whichever is higher

(b) collected for specified, explicit and legitimate purposes and not further

processed in a manner that is incompatible with those purposes; further .
(a) the basic principles for processing, including conditions for consent,

processing for archiving purposes in the public interest, scientific or

historical research purposes or statistical purposes shall, in accordance with

pursuant to Articles 5,6, 7 and 9;

COMISSAO NACIONAL
DE PROTECCAO DE DADOS, MDES
Credit : Privy Partner Co.Ltd. _

Article 89(1), not be considered to be incompatible with the initial purposes

(‘purpose limitation");

(c) adequate, relevant and limited to what is necessary in relation to the

purposes for which they are processed (‘data minimisation’);

aAadi 2 : awillanannis Integrity and Confidentiality iflunisaziianas 5 (1)(f) #ufannlitina’ln
Technical & Organization Measure denisilszulanadeyadiuyana uaziilfinaaliu awwias 83 (5)(a) lu
msazdiadeimuandnnisifiasedeyadiuyana ssnnwudasdinainiu dmuaaiulunsalil 150,000 gls

CHAPTER VIII

Remedies, liability and penalties
CHAPTER 1l

Article 83. General conditions for imposing administrative fines

Principles
5. Infringements of the following provisions shall, in accordance with paragraph 2,
be subject to administrative fines up to 20 000 000 EUR, or in the case of an

undertaking, up to 4 % of the total worldwide annual turnover of the preceding

Article 5. Principles relating to processing of personal data

1. Personal data st

financial year, whichever is higher:

{f) processed in a manner that ensures appropriate security of the personal

data, including protection against unauthorised or unlawful processing and (a) the basic principles for processing, including conditions for consent,

against accidental loss, destruction or damage, using appropriate technical or pursuant to Articles 5,6, 7 and 9;

organisational measures (integrity and confidentiality’).

2. The control® e responsible for, and be able to der o compliance

with, paragraph 1 ('accountability). @ [—
DE PROTECCAO. nf‘mbusi

08-Jul-19
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COMISSAO NACIONAL
DE PROTECCAO DE DADOS,

CHAPTER IV

Controller and processor

Article 32. Security of processing

1. Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons, the
controller and the processor shall implement appropriate technical and
organisational measures to ensure a level of security appropriate to the risk,

including inter alia as appropriate:

(a) the pseudonymisation and encryption of personal data;

(b) the ability to ensure the ongoing confidentiality, integrity, availability

and resilience of processing systems and services;
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GDPR COMPLIANCE: HITS AND MISSES

Westin Research Center, 30 May 2019

Westin Research Center The misses The hits
* Compliance just scratched the * Registers of processing
GDPR compliance: Hits and misses L s e L forced a cleanup(art.30
must be translated to products and ROP)
services
» DSARs overwhelmed — Automation * Privacy risk elevated in
to come importance for companies
* The role of the DPO is unsettled — o Individual awareness of

Restructuring is needed

* New processor liability slowed deals
— Insurance options would help

¢ One-stop shop did not always
translate in practice — Wait and see
for now

* Applicability unsettled — Awaiting
additional guidance

Add a footer
Credit : Privy Partner Co.Ltd

privacy rights skyrocketed

GDPR arszlaeas)

* 11 doun (Chapter),99 wnn (Article),173 fwssony
(Recitals) 1 Directive tugidnaudil 1995 figouinimnials

* asusinguIsesnuite aiuayuuloue Digital Single

Market (DSM) #ilsilu NTMs — Non Tariff Measure

2y Ay = Y A \ A
¢ yvauN ﬂﬁ@ﬂﬁﬂyﬂﬁﬁzmﬂﬂ LWiW%ﬂigﬂUﬁﬂﬁiﬂ%IﬂﬂﬁN

Youn 3 31 12 a5 ierduanivesyana (Data Subject)
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Controller wuaz Processor
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GDPR

Chapter 1 {(&Art. 1 — 4)

General provisions

Art. 1 — Subject-matter and objectives
Art. 2 — Material scope

Art. 3 — Territorial scope

Art. 4 — Definitions

Chapter 2 {Art. 5 - 11) ey
Principles

Art. 5 — Principles relating to processing of
personal data

Art. 6 — Lawfulness of processing
Art. 7 — Conditions for consent

Art.

[£=]
|

Conditions applicable to child's consent
in relation to information society services

Art. 9 — Processing of special categories of
personal data

Art. 10 — Processing of personal data relating to
criminal convictions and offences

Art. 11 — Processing which does not require
identification

Credit : Privy Partner Co.,Ltd,

Rights of the data subject

Art. 12 — Transparent information, communication
and modalities for the exercise of the
rights of the data subject
Information to be provided where
personal data are collected from the
data subject
Information to be provided where
personal data have not been obtained
from the data subject
Right of access by the data subject
Right to rectification
Right to erasure (right to be forgotten’)
Right to restriction of processing
Notification obligation regarding

rectification or erasure of personal data
or restriction of processing

. 20 — Right to data portability

. 21— Right to object

22 — Automated individual decision-making,
including profiling

. 23 — Restrictions

—
Seneral provisions
Ch it 2 (Art. 5 — 11)
452006 L e 4 ~
Principles
Chapter 3 (Art. 12 — 23) ~—
| Rights of the data subject
Chapter 4 (Art. 24 — 43) =
Controller and processor
Chapter 5 (Art. 44 — 50) ~
Transfers of personal data to third
countries or international crganisations
REGULATIONS Chapter 6 (Art. 51 — 59) =
Independent supervisory authorities
Chapter 7 (Art. 60 — 76) ~
REGULATION (EL) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL Cooperation and consistency
of 7 April 016 Chapter 8 (Art. 77 — 84) 55
nnlhfrmf\lmnn{mtun] pcnmxm‘lhlrxndlnlhrvrmuingufpﬂwmhhu.mdmllhc ree Remedies. liability and penalties
morensend of such duta, and repealing Dinective 95(46JEC (General Data Proection Reguliton) Chapter 8 (Art. 85 — 91} i
(Test wkth E2A sekeraae) Provisions relating to specific processing
situations
Chapter 10 {(Art. 92 — 93) ~—
Delegated acts and implementing acts
Chapter 11 (&Art. 94 — 99) o
Final provisions MDES
Credit : Privy Partner Co.Ltd.
Chapter 1 (Art. 1 —4) ~ Chapter 3 (Art. 12 - 23)
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Chapter 4 (Art. 24 — 43)
Controller and processor

Arl. 24 — Responsibility of the controller

Art. 25 — Data protection by design and by default

Art

Art

Art

At

Art

Art

At

Art

26 — Joint controllers

Representatives of controllers or
processors not established in the Union

Processor

Processing under the authority of the
controller or processor

Records of processing activities

Cooperation with the supervisory
authority

Security of processing

Notification of a personal data breach to
the supervisory authority

Chapter 5 (Arl. 44— 50) 4
Transfers of personal data to third
countries or international organisations

Art. 44 — General principle for transfers

Art. 45— Transfers on the basis of an adequacy
decision

Art. 46 — Transfers subject to appropriate
safeguards

Art. 47 — Binding corporate rules

Art. 48 — Transfers or disclosures not authorised
by Union law

Art. 49— Derogations for specific situations

Art. 50— International cooperation for the
protection of persenal data

Chapter 6 (Art. 51 —-59) ~
Independent supervisory authorities

Chapter 7 (Art. 80 — 78) -

Cooperation and consistency

Art. 60 — Cooperation between the lead
supervisory autherity and the other
supervisory authorities concerned

Art. 61— Mutual assistance

Art. 62 — Joint operations of supervisory
authorities

Art. 63 — Consistency mechanism

Art. 64 — Opinion of the Board

Art. 65 — Dispute resolution by the Board
Art. 66 — Urgency procedure

Art. 67 — Exchange of information

Art Communication of a personal data 51— Supervisory authority & ;
el s Art. 51 p y y Art. 68 — European Data Protection Board
Art Data protection impact assessment Art. 52 - Independence Art. 69— Independence
Art Prior consultation Art. 53— General conditions for the members of
T - the supervisory autharity Art. 70 — Tasks of the Board
Art Designation of the data protection officer -
Art Position of the data protection officer Art. 54— Rules on the establishment of the Art. 71— Reports
supervisory authority
Art Tasks of the data protection officer At T Ebiadine
Art Codes of conduct Art. 55— Competence
- 5 — Chair
Art Monitoring of approved codes of Art. 56 — Competence of the lead supervisory Art. 73
conduct authority .
§ Art. 74 — Tasks of the Chair
Art. 42 — Cerification Art. 57— Tasks
Art. 43 — Certification bodies Art. 75— Secretariat
Art. 58— Powers
— Confidentialit
Art. 59— Activity reports A6 ¥
Credit : Privy Partner Co.Ltd,
Chapter 8 (Art. 77 — 84) ~

Credit : Privy Partner Co.,Ltd,

Remedies, liability and penalties

Art. 77 — Right to lodge a complaint with a
supervisory authority

Art. 78 — Right to an effective judicial remedy
against a supervisory autharity

Art. 79 — Right to an effective judicial remedy
against a controller or processor

Art. 80 — Representation of data subjects
Art. 81 — Suspension of proceedings
Art. 82 — Right to compensation and liability

Art. 83 — General conditions for imposing
administrative fines

Art. 84 — Penalties
Chapter 9 (Art. 85— 91) ~
Provisions relating to specific processing

situations

Art. 85 — Processing and freedom of expression
and information

Art. 86 — Processing and public access to official
documents

Art. 87 — Processing of the national identification
number

Art. 88 — Processing in the context of employment

Art. 82 — Safeguards and derogations relating to
processing for archiving purposes in the
public interest, scientific or historical
research purposes or statistical
purposes

Art. 90 — Obligations of secrecy

Art. 91 — Existing data protection rules of
churches and religious associations

Chapter 10 (Art. 92 —93) ~

Chapter 10 (Art. 92 — 93)
Delegated acts and implementing acts

Art. 92 — Exercise of the delegation
Art. 93 — Committee procedure

Chapter 11 (Art. 94 — 99)
Final provisions

Art. 94 — Repeal of Directive 95/46/EC

Art. 95 — Relationship with Directive 2002/58/EC

Art. 95 — Relationship with previously concluded

Agreements

Art. 97 — Commission reports

Art. 98 — Review of other Union legal acts on data

protection

Art. 99 — Entry into force and application

MDES
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Knowledge Base Level 1: GDPR Regulation,
Directive DP/93 and Other Relevant Directive

REGULATION DIRECTIVE
THE EUROPEAN 2002/58/EC
PARLIAMENT AND

OF THE COUNCIL DIRECTIVE (EU)

2016/680 OF THE
EUROPEAN
PARLIAMENT AND
OF THE COUNCIL
of 27 April 2016

<

of 5 April 1993

&prgg}g{nmg) QPrivy Partner Co.,Ltd

Knowledge Base Level 2: + 173 Recitals and FOI-Framework of Interpretation

MDES
Credit : Privy Partner Co.Ltd.
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Knowledge Base Level 3: 100+ WP29-Working Documents ,
20+ Guidelines from WP29 , 50+ Opinions of WP29

&QPWA%MJ& QdPri\{v Partner Co.,Ltd

REGULATIONS

REGULATION (EU) No 536/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 16 April 2014
on clinical trials on medicinal products for human use, and repealing Directive 2001/20/EC

(Text with EEA relevance)

Credit : Privy Partner Co.,Ltd,
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GDPR IN BRIEF

WHAT NEED TO KNOW ABOUT IT?

¢ NOTHING NEW - it start from DIRECTIVE 95/46/EC OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of

such data.

* HARDENING not TIGHTENING . From DIRECTIVE to REGULATION - Big Deal? 22
Years Journey of DP. (TH — 18 Years !!! from first draft to Final Draft)

» Definition of Personal Data extened to other identifiable especially in Technical Identifier
Context ---- CDR, Traffic Log, IP.....

* Hardening measures -> DPIA-Data Privacy Impact Assessment, DPA — Data
Protection/Processing Agreement contractual compliance, Privacy by Design/ Default,
Data Breach Notification 72 Hours, Consents and Lawfullness of processing activity.

Credit : Privy Partner Co.,Ltd.

GDPR Extra- Territorial Effect

Material Scope

Processing -Personal Data-Automate Means Filing System

Credit : Privy Partner Co.Ltd.

Credit Card Transaction Processing : PCl DSS
National ID Scheme/PASSPORT : Processing without Safeguard
Booking information from OTA

Territorial Scope

Processing -Personal Data-Activity- Establishment
- Controller/Processor - Place

Establishment in/outside the EU

Establishment independent of Legal Form

Stable Arrangement

Processing activity (Automate)

Large amount (> 5000 ?)

Monitor /Target consecutively more than (12) Months?

08-Jul-19
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Pll - PERSONAL IDENTIFIABLE INFORMATION

PII National ID, HN No., Credit Card no...

Racial or ethnic origin, political opinions, religious
or philosophical beliefs, or trade union membership,
and the processing of genetic data, biometric data

for the purpose of uniquely identifying a natural
person, data concerning health or data concerning a
natural person’s sex life or sexual orientation.

Others Information

Big Data, Tracking, Profiling, Analytic Data, ....

MDES
Credit : Privy Partner Co.,Ltd.

All the threats are equally balanced to ensure a

Credit : Privy Partner Co.,Ltd.
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DPA

Processor
wihelszuanadoyadiuyana

Judicial
wgnHlunszUIUMS
gABIIN
Sub-Processor
wihesmlszananadeyadauyana i
LEA
Data Subject nisainuldngring

gad/gldusms/iile

Credit : Privy Partner Co.,Ltd.

nienudRsesdeadIuYAna

DPA/DPB vs Controller/Processor/Sub-Processor

Credit : Privy Partner Co.,Ltd.

S Administrative Fine of

total 4% of worldwide

annual turnover or 20

Mils. Euro, which ever

28 HIGHER

I8 . 72 Hours Data Breach
t  Notification

* Adequate level of
protection

08-Jul-19
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Controller vs Data Subject

Consent

Privacy Notice
Privacy Policy
Opt-In, Opt-Out

MDES
Credit : Privy Partner Co.Ltd.

Controller vs Processor vs Sub-Processor

- DPIA — Data Privacy Impact
Assessment

- Privacy by Design/ Privacy by
Default

£ 4 - : - . —
MDES
&apysight.AQl, QP rivy Partner Co.,Ltd -
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THREE WORKING APPROACH IN GDPR PROJECT : FOCUS AREA

Credit : Privy Partner Co.Ltd.

THREE WORKING APPROACH IN GDPR PROJECT : OUTCOME

o, Privacy
e fegic S L S
Advisor App!

oach

+ 41in¢
ach at St
tic \pproach .
\g knowledge =~
;ne and Mentors

. Holis
. Sharir
. (Coachi

1S /IRM
. Cons““’;‘:
. ‘o8
Legal &
Complianc®
Approach

£ Tegal Scrubbing

« DPA Review
llz:Jcessor Contractual
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TOMS : TECHNICAL AND ORGANIZATION MEASURE
PHASE AND RESOURCE ALLOCATION : FTE, TIME, MATERIAL, BUDGET

" Implementation q

=

MDES
Credit : Privy Partner Co..Ltd.

GDPR'’S Transfer of Personal Data
outside of EU/EEA

Article 44: of the GDPR prohibits the transfer of
personal data beyond EU/EEA, unless the recipient
country can prove it provides adequate data
protection. Descriptions of acceptable proof are
detailed in
Articles 45 - 49.

MDES
Credit : Privy Partner Co.,Ltd.
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GDPR’S Transfer of Personal Data
outside of EU/EEA

ADEQUACY DECISION

Article 45: Transfers on the
basis of an adequacy decision

- Whitelisted Jurisdictions
- Privacy Shield Framework

BCRs

Article 47: Binding
corporate rules

BCRs are internal rules used by a
multinational company to define
personal data transfers to
company entities located in
countries that do not provide an
adequate level of protection

Derogations

Article 49: Derogations for
specific situations
« Explicitly consented to by the Data
Subject
Necessary for the performance of a
contract or vital interests of a Data
Subject
From a public register

APPROPRIATE SAFEGUARDS

Article 46: Transfers subject to
appropriate safeguards

- Standard Contractual Clause
(ScC)

0 Data Controllers to Data
Controllers

o Data Controllers to Data
Processors located outside the EU/EEA
- Codes of Conduct and
Certification

International Agreements

Article 48: Transfers or
disclosures not authorized by
Union law (international
agreements)

Personal data may be transferred or
disclosed only when ordered by a court
or tribunal, if based on an
international agreement between the
requesting country and the EU/EEA

WHAT NEXT
TO BE DONE

As the
processor/vendor

08-Jul-19
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WHAT NEED TO BE ADDRESS TO PARADIGM SHIFT

Since YESTERDAY

* Review all contract with your customer.
* Standard contractual compliance (SCC) that require to be in place.
* Review all technical measure for data protection
» External Audit your software and have assessment report
» Certification ?

* Provide service for your customer
* Privacy — Organization Measure as a Service
*  SAR - Subject Access Request as a Service

Credit : Privy Partner Co.,Ltd.

SECURITY

Use your Head....

PRIVACY

....Use your Heart

08-Jul-19
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THANK YOU

Wanawit Ahkuputra [ +66 9301 5518

B Wanawit.a@mdes.go.th
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